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Agreement
	entered into between
	the Swiss Confederation

	
	

	represented by
	Federal Office for Defence Procurement armasuisse
Guisanplatz 1
3003 Bern, Switzerland
Telephone +41

	
	

	hereinafter referred to as
	Purchaser

	
	

	and the company 
	Company name
Telephone 

	
	

	hereinafter referred to as
	Supplier 

	
	

	concerning
	The handling of information worthy of protection and cyber risks in the contract/project no. programme no. 






Article 1

The Supplier undertakes to protect its IT resources (i.e. means of information and communication technology, namely applications, information systems and data collections as well as facilities, products and services used for the electronic processing of information) which may potentially come into contact with the subject matter of this contract against cyberattacks in accordance with the latest state of the art. 

[bookmark: _Hlk162338194]The Supplier shall ensure that the activities defined by the Purchaser under Annex I A) are recorded and that these records are continuously analysed in order to allow early detection of and defence against cyberattacks.

The Supplier shall prevent the success of cyberattacks. The rectification of the effects of successful cyberattacks must be initiated promptly and the Purchaser must be informed thereof immediately.

The Supplier shall eliminate any vulnerabilities discovered before, during or after a cyberattack (i.e. weaknesses or defects in IT resources with the potential to enable a cyberattack), immediately and at its own expense. 

A "cyberattack" is defined as any intentionally induced event involving the use of IT resources that results in the confidentiality, availability or integrity of information, or the monitoring of its processing, being compromised. 


Article 2

During the contractually confered processing of federal data and information, the Supplier undertakes to obey and comply with the requirements and provisions of the Data Protection Act (FADP[footnoteRef:1]) and the Information Security Act (ISA[footnoteRef:2]), including the relevant implementing ordinances and the provisions relevant to the subject matter of this contract. It shall impose  these obligations to third parties it engages (e.g. suppliers, sub-suppliers, substitutes, subcontractors). [1:  Federal Act of 25 September 2020 on Data Protection, SR 235.1; when processing personal data of legal persons by federal bodies, Articles 57r ff RVOG, SR 172.010 also apply.]  [2:   Federal Act of 18 December 2020 on Information Security in the Confederation, SR 128.] 



Article 3

The Supplier shall report successful cyberattacks, i.e. if the confidentiality, availability, integrity or monitorability of federal data and information is directly or indirectly disrupted or jeopardised, or if this was intended. This applies in particular if the IT resources attacked have access to federal IT resources or if there are indications that these attacks were carried out in preparation for further cyberattacks, or are associated with extorsion, threats or coercion. The Supplier shall report the type and execution of such a cyberattack within 24 hours of its discovery, at the latest. Any provisions to the contrary of the National Cyber Security Centre (NCSC) remain reserved. The parties shall then exchange information on an ongoing basis about the type and execution, possible and actual consequences, planned and implemented measures.

The reports shall be addressed to the following parties:
· Purchaser at the address in Annex I B) and
· National Cyber Security Centre (NCSC) via online form[footnoteRef:3] [3:   Available from NCSC Report (admin.ch).] 

If the Purchaser or the NCSC deem it necessary to protect the Confederation's data and information, the Supplier, subject to secrecy requirements, legal duties and contractual obligations to other authorities and clients, shall immediately grant them and third parties engaged by them to process the incident access to analyses, investigation reports and other findings and information (documents, data, log data, objects, etc.) that allow the cyberattack and its effects to be analysed and averted. The Supplier is entitled to reject an involved third party if it is in competition with the Supplier or can gain a competitive advantage from such access. 


Article 4

[bookmark: _Hlk161734954][bookmark: _Hlk154065422]The Supplier shall provide the Purchaser biannually, unprompted and without separate invoicing with documentation in support of its cybersecurity as per Annex I C) of this agreement. If this supporting documentation is deemed insufficient by the Purchaser or if there are any indications of deficiencies in the Supplier’s cybersecurity, the Purchaser (or a third party on its behalf) may conduct cybersecurity audits at the Supplier and third parties engaged by it. The Supplier is entitled to reject an involved third party if it is in competition with the Supplier or can gain a competitive advantage from such an audit. Unless otherwise provided in the main contract, such audits will be announced a minimum of 20 working days in advance. Each party shall bear its own audit costs. 


Article 5

The Supplier shall pay a contractual penalty if it contravenes the provisions of Articles 1-4. Unless otherwise provided in the affiliated procurement contract, the contractual penalty in the GTC of the Confederation as per Annex I D) applies in the event of the contravention of secrecy obligations. 

If the contravention covers more than one contract concluded between the Supplier and Purchaser, the Purchaser shall only enforce the contractual penalty once per reportable event, whereby the highest contractual penalty from these contracts applies. 

[bookmark: _Hlk165628081]If no corresponding procurement contract exists at the time of conclusion of this agreement and the effective total remuneration relevant for the calculation of the contractual penalty in accordance with the GTC of the Confederation is not yet known, the fixed amount listed in Annex I E) shall be applied.


Article 6

The Supplier shall be liable for any damages incurred by the Purchaser as a result of contravening the provisions in Articles 1 - 4, unless it can prove that it is not at fault. To the extent that nothing else has been agreed in the affiliated procurement contract, the GTC of the Confederation apply in this regard as per Annex I D).  



	Name of company
Organisational unit


_______________________

First name Last name
     
Place:      , Date:      
	



_______________________

First name Last name
     


	armasuisse
Organisational unit


Specialist area




_______________________

First name Last name
     
[bookmark: Text134]Place: Bern, Date:      

	
Organisational unit


Specialist area




_______________________

First name Last name
     






Annex I GENERAL INFORMATION 

A) Activities and records (Art. 1)
	Title
	Description 
	Date (Version) 
	Format 

	e.g. Security requirement T5.2
	Si001 – IT-Grundschutz der Bundesverwaltung 
	01.03.2022 (Version 5.0)
	.pdf

	
	
	
	

	
	
	
	

	
	
	
	



B) Registered armasuisse address (Art. 3)
max.muster@armasuisse.ch 

C) List of cybersecurity supporting documentation (Art. 4):
	Designation
	Date (Version)
	Comment 

	e.g. ISO/IEC 27001
	
	

	
	
	

	
	
	

	
	
	



D) Applicable General Terms and Conditions of the Confederation
e.g. GTC for IT work contracts and maintenance of individual software

E) Conventional penalty
Agreed remuneration: ……………………………………CHF 




Annex II CLASSIFICATION AND PROTECTION NOTES

between………………………. and armasuisse, dated …………………………

	Purchaser classification
(ISA)*
	Corresponds to code
(see also Annexes III + IV)
	Foreign protection notes 

	SECRET**
	S 
	
…………………………………………….

	CONFIDENTIAL**
	C 
	
…………………………………………….

	INTERNAL
	R 
	
…………………………………………….



* The Purchaser classifications may only be used for information belonging to the Swiss Confederation. Although information belonging to the Supplier is protected by the Purchaser in accordance with the provisions set out in the ISA, it may not be classified.

** If information belonging to the Swiss Confederation is classified as secret or confidential, the initiation of an operational safety procedure must be applied for from the specialist authority for operational safety.





__________________________________________________________________________
Initials:


Annex III CLASSIFICATION

between………………………. and armasuisse, dated …………………………

Classification list of the information to be protected
	Name of the document, data storage media or information
	Code S, C or R
	Comments

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	







__________________________________________________________________________
Initials:


Annex IV PROCESSING REGULATIONS

between………………………. and armasuisse, dated …………………………..

Extract from the processing regulations set out in the ISA and the specifications for information protection measures for employees of the Federal Administration.
	Action
	S
	C
	R
	Comments

	Registration

	Mandatory
	--
	--
	

	Transfer

	Subject to authorisation
	--
	--
	

	Inspection obligation

	Annually
	--
	--
	

	Electronic
Dispatch
	Prohibited
	Only encrypted with SecureCenter or CHCrypt or for IT tools belonging to the Federal Administration with Secure-Messaging
	Independently with due regard to risks, if possible encrypted
	Encryption must only be carried out using SecureCenter or CHCrypt or with SecureMessaging for IT tools belonging to the Federal Administration.

	Postal shipping

	Prohibited
	Registered post with return receipt
	--
	

	Online
processing
	Prohibited
	Data must be encrypted with SecureCenter or CHCrypt before and after processing
	It is recommended to encrypt the data with SecureCenter or CHCrypt before and after processing
	Online processing is considered to be processing that takes place on networked workstations.

	Copying

	Subject to authorisation
	Only protected
	--
	

	Storage

	In the safe
	In the security container
	Under lock and key
	

	Destruction

	Subject to authorisation, DIN 4 paper shredder or burning
	DIN 4 paper shredder or burning
	--
	Clarify in advance the obligation to archive or offer documents to the Federal Archives

	Loss

	Must be reported
	Must be reported
	--
	




	Electronic storage
	Only encrypted with SecureCenter or CHCrypt on workstations that are not connected to a network and are stored in a security container
	Only encrypted with SecureCenter or CHCrypt or as encrypted mail (SecureMessaging)
	Must not be made accessible to unauthorised persons. Encryption is recommended.

	

	Wiping
	Electronic information (hard disks, external data storage media, etc.) must be overwritten using SecureCenter or CHCrypt after every instance of processing.
Note: SSD data storage media cannot be deleted with wiping. These must be destroyed in their entirety or the data must only be stored in encrypted form on the SSD data storage media.
	Electronic information (hard disks, external data storage media, etc.) must be overwritten on a daily basis using SecureCenter or CHCrypt.
Note: Data storage media cannot be deleted with wiping. These must be destroyed in their entirety or the data must only be stored in encrypted form on the SSD data storage media.
	--
	Note: As SSD data storage media use wear levelling, specific wiping makes no sense.
If possible, only save classified data in encrypted form or destroy the stick.

	Labelling
	Protected documents must be labelled as such in upper-case letters/bold at the top of each page in the document.
	Protected documents must be labelled as such in upper-case letters/bold at the top of each page in the document.
	Protected documents must be labelled as such in upper-case letters/bold at the top of each page in the document.
	





Comment on the Agreement concerning the handling of information worthy of protection and cyber risks: 

On Article 1: 
"Supplier" refers to the contractual partner who, for the purpose of contract performance, has received or gained access to data and/or information of the Federal Administration that requires protection from cyberattacks. 
The term "Purchaser" refers to the administrative unit concluding the contract. The organisational unit that signs the contract with the Supplier is decisive. This may be the procurement office or the requesting office, or both.
The contractually agreed processing of data and information using federal IT resources is exempt from this provision. 
Moreover, when selecting obligatory protective measures a distinction must be made as to whether the data and information processing takes place in isolated areas separated from the network or within a protected operating or company network. Federal information security requirements need to be met for the latter. 
The Supplier’s obligation to take protective measures is intended to prevent a directly or indirectly successful cyberattack, or at least minimise its impact. This includes, for example, the protection of codes and passwords, classified information and systems, and non-public information such as occupancy plans, construction plans and plans of technical facilities, personal data, process descriptions, workflows and access regulations. IT baseline protection of the Federal Administration [footnoteRef:4] (Chapter 4, security requirements) (available in French, German and Italian) contains a selection of possible protection measures, whereby these need to be approved against provisions contained in an operational security declaration (if applicable).  [4:  Grundschutz (admin.ch) (in French, German and Italian)] 

The definition and listing of the measures given in Annex I A) lie within the formal responsibility of the armasuisse project manager and are recommended in cooperation with the user as well as the commercial manager at armasuisse. 
Protection must be provided in accordance with the latest state of the art and commensurate with the risk, which in the specific case allows consideration of the technical and organisational possibilities and, if appropriate, economic reasonableness. The costs incurred by the Supplier for the protection and its maintenance are borne by the service provider itself. As a result, the costs for the remediation of vulnerabilities that are discovered before, during or after a cyberattack are also borne by the service provider. The removal of these vulnerabilities occurs, for example, through the requisite security patches issued by the producer. 
The obligation is not tied to a specific duration. It shall apply at least for the duration of the contractual relationship. If, in a specific case, the IT resources are to be protected before and/or after the conclusion of the contract due to the risks involved, corresponding obligations are to be defined and agreed with the Supplier in advance. This also applies in particular to systems on which the Purchaser’s data or information remains after the provision of goods/services, e.g. until it is returned, deleted or destroyed (in this respect, it is recommended that a deadline be set, unless this is already specified in the Confederation's general terms and conditions, which are agreed for the contractual relationship). 
This Article’s scope of application may – where appropriate – be limited to systems of the Supplier that are relevant to the security of the Federal Administration.
In accordance with Article 5 of the revised ISA, cyberattacks are intentionally triggered cyberincidents, i.e. events involving the use of IT resources that result in the confidentiality, availability or integrity of information or the traceability of its processing being compromised.
Examples include unauthorised access, disruption, manipulation or misuse of systems and data from inside or outside, or the theft, unlawful processing or destruction of information or data, and other unlawful interventions in the systems and associated acts (see in particular Art. 143, 143bis, 144bis, 147, 179novies, 272 to 274 of the Swiss Criminal Code (SCC[footnoteRef:5])). [5:  SR 311.0] 

See also the explanations on Article 5 in the dispatch on the revised ISA and the information provided by the NCSC on the National Cyberstrategy NCS (at the following link: National Cyberstrategy NCS (admin.ch)).

On Article 2: 
The obligation applies to the Supplier and its engaged third parties (e.g. subcontractors, substitutes and suppliers). It guarantees to protect data and information made available or created and/or processed by it and/or the third parties it engages for the correct contract performance in accordance with the specifications. This applies in particular to security-relevant information and personal data.

On Article 3: 
The contract must ensure that the parties are released from official secrecy for the notification of a cyberattack and the subsequent exchange and cooperation in order to avoid delays following a cyberattack.
In Annex I B) the points of contact per Purchaser must be specified where the Supplier must report its notification of a cyberattack (it is usually the project manager from armasuisse involved in procuring the object in question). The NCSC shall also receive the report. If necessary, other recipients of reports are also to be named in the contract.
The constellations listed in this Article each trigger the reporting obligation individually and do not have to be cumulative in the event of a cyberattack. 
The obligation to report relates to cyberattacks that could impair data and information or the functionality of IT resources. There is no obligation to report unsuccessful and harmless cyberattacks, such as spam emails sent en masse or port scans. A cyberattack is successful if the confidentiality, availability, integrity or traceability of federal information not generally in the public domain can no longer be guaranteed, regardless of whether this occurs unintentionally or with malicious intent. The contract between the contracting parties must define the content and nature of this report. The protection requirements of the data and IT resources must be taken into account. 
The report must be made within 24 hours of the cyberattack being discovered[footnoteRef:6]. The contractual service delivery times determine the calculation of the deadline. The time of the report must thus be calculated based on office hours for services not provided outside working hours (especially at weekends). Within the agreed deadline, only the information known up to the time of the report must be provided; the report may be supplemented at a later date. [6:  Analogue to the regulation in Article 74e of the revISA.] 

The purpose of the report and subsequent exchanges between the parties is to quickly communicate information on the nature and execution of the cyberattack, its possible effects, the measures taken and the planned next steps. The NCSC template for reporting cyberincidents provides guidance on the structure and content of a report: NCSC Report (admin.ch)
Further information from the NCSC on how to respond to cyberattacks can be found here: Cyberattack – what next? Information and checklist (admin.ch)

On Article 4: 
Supporting documentation can take the form of certain certifications or audit reports, for example; standard and recognised types of supporting documentation are acceptable. 
Examples of such documentation in Annex I C) include, but are not limited to: 
· ISO/IEC 2700X (e.g. ISO/IEC 27001 22)
· IT baseline protection of the Federal Administration[footnoteRef:7] [7:  Grundschutz (admin.ch) (in French, German and Italian)] 

· BSI-Standards[footnoteRef:8] [8:  BSI - BSI-Standards (bund.de) (in German)] 

· ITIL (IT Infrastructure Library, collection of best practice recommendations)
· COBIT (Control Objectives for Information Technology, internationally recognised IT governance framework) 
Equivalent documentation to all supporting documentation is permitted at the discretion of the project manager. The decision regarding equivalence lies with the project manager (line responsibility). 
The frequency of the semi-annual provision of supporting documentation can be adapted to the circumstances of the individual case or combined with an additional right of the Purchaser to request supporting documentation at any time. The provision of supporting documentation does not entitle the Supplier to additional, separate compensation for the associated costs and expenses. 
It is appropriate to transfer costs to the Supplier in the event of significant deficiencies. The deficiencies and their significance depend on the specific circumstances of the individual case and must be specified in the contract as far as possible.
In principle and in accordance with Article 1, the obligation to immediately remedy any vulnerabilities identified applies. If necessary, a separate deadline for the remediation of deficiencies discovered during an audit can be specified in the contract in line with common practice, depending on the type or category of deficiency and the circumstances. 
[bookmark: _Hlk164760223]The following example can be understood as “Indications of deficiencies in cybersecurity”: a router from company X is in use and displays generally known vulnerabilities. Even when Purchaser Y has not demonstrably suffered a cyber incident, the necessary security measures must be taken. 

On Article 5: 
This article neither causes nor is intended to cause any deviation from the contractual penalty. If the contractual penalty is already regulated in the framework agreement with the Supplier or in the associated procurement contract, this article and the associated Annex I E) shall become irrelevant and shall be deleted from this agreement.
When calculating a contractual penalty, only the highest of the amounts due is taken into consideration if there is more than one contractual relationship. This is a reduction compared to the contractually due single contractual penalty per contract. In other words, this is a deviation from the principle of the independent legal status of the individual contracts to the benefit of the Supplier. 
The definition of the fixed amount listed in Annex I E) lies within the formal responsibility of the armasuisse project manager and is recommended in cooperation with the commercial manager at armasuisse. 



On Article 6: 
This article neither causes nor is intended to cause any deviation from the regulation of liability. If the liability is already regulated in the framework agreement with the Supplier or in the associated procurement contract, this article shall become irrelevant and shall be deleted from this agreement.

About Annex II:
The table in Annex II must not be completed and serves simply as a basis for Annex III. 
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