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Editorial

Dear Reader,

In 2024 - and thus for the fourteenth time in
succession — Switzerland is once again ranked
number one according to the Global Innovation
Index (Gll) of the World Intellectual Property Or-
ganization (WIPO) and is consequently the most
innovative economy in the world. In addition to
its top position overall, Switzerland also takes
first place in the cornerstones of knowledge,
technology and creative performance. A recent-
ly published study from Germany, conducted
on behalf of the industry association BDI, also
reached the same conclusion, that Switzerland
is the country with the highest innovative ca-
pability. In addition to the fact that Switzer-
land has an exceptionally high-performing
scientific landscape with several internationally
renowned leading universities, the close inter-
connection between science and industry is a
further key success factor for Switzerland, from
the authors’ view. This enables a wide range of
innovation opportunities to be generated and
to be used productively.

The study by the company Deloitte from 2020
also identified a closer cooperation of armasu-
isse with the Swiss Armed Forces as being of key
significance for successful results. Furthermore,
where appropriate, universities and industry
are to be included in the search for solutions.
One measure to improve this was the creation
of the innovation spaces DDPS. While the devel-
opment of innovative, technological solutions
has always been a part of the DNA of armasuisse
Science and Technology, the creation of the in-
novation spaces has further strengthened this
aspect of our activities.

DR. URS BONIGER

Head of Research and Innovation
Deputy Head of armasuisse Science and Technology

The ability to innovate and adapt is of key im-
portance, particularly in times of a changing
technological and geopolitical environment.
With the innovation spaces DDPS, we now have
the tools and processes to develop solutions
for current and future challenges together with
partners of the DDPS and thus keep pace with
developments. We also consider, in particular,
the close and continuous collaboration with
our partners and third parties as key to success
and thus for innovation. Thanks to our research
and testing activities, our extensive national
and international network and our unique in-
frastructure, we are able to contribute a wide
range of combined technological competencies
and expertise to this collaboration.

This edition is dedicated to the topic of innova-
tion. Find out how the innnovation spaces DDPS
were created, learn about selected projects and
their added value for our partners and explore
how we will drive innovation in the internation-
al environment. In this, our objective is always
to react better and more flexibly to challenges
and developments, in order to strengthen the
security of Switzerland in the long-term.

[ wish you an exciting read!



International innovation
Interview with Dr. Jens Rehanek, scientific
project manager for innovation, on inno-
vation in the international context.
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What are the innovation spaces DDPS?

The aim of the innovation spaces is to develop innovative solutions for the challenges
of the DDPS, to check their suitability and to make the findings exploitable. The

term “innovation space” does not describe a physical space, but a specific procedure
for finding solutions that lies outside the traditional procurement processes. One

key characteristic of the innovation spaces is the close cooperation with the potential
users and the joint learning through tests and experiments. The focus is always on
the respective challenge right at the beginning of our work.

We bundle the expertise required for developing and validating solutions from
science and technology, industry and academia. Depending on the respective
challenge, we define the suitable innovation space for finding the solution. Five
innovation spaces are available, each with their own processes, to ensure the
successful development and utilisation of solutions.

Which innovation space is used when depends on various
criteria—on the complexity of the challenge and on the avail-
ability of the possible solutions.

In the context of the innovation spaces DDPS, the term Solu-
tion Readiness Level (SRL) is used instead of the usual Tech-
nology Readiness Level (TRL). TRL is a method originally de-
veloped by NASA for classifying the degree of technological
maturity from TRL1 (first technology principles observed) to
TRL9 (the system has proved itself successfully in use) and is
widely used today in research and industry. We use the clas-
sification according to SRLinstead of TRL, because we do not
place the focus on products, their maturity or the developer,
but on the provision of a solution. A technology with the

readiness level 9 is not automatically a suitable solution in
the consumer’s environment. SRLs offer the option of search-
ing for solutions on a product- and technology-neutral basis
and assessing these. This neutrality is conceptually impor-
tant, as the degree of maturity of a technology does not yet
allow any statements about the quality, costs or acceptance
of a solution. A solution reaches SRL level 9 when the user is
certain, based on practical experience in their operational
environment, that it is suitable for procurement, qualification
and deployment in the troops.

Regarding the innovations handled in the innovation spaces, we talk about expeditions,
not projects. The term expedition underscores the explorative character of the innovation
spaces and serves to differentiate from projects.



Interplay between the innovation
spaces and the readiness levels
of the available solutions

Competition

The innovation space Competition is used if armasuisse S+T and the user
determine that known solutions only cover the requirements insuffi-
ciently at the present time or no solution approach is known or obvious.
However, the requirements of a suitable solution can be described in
functional terms, so that an open invitation to tender in the form of a
study contract or a competition can be carried out. A predefined award
is available for the best ideas and solutions.

Booster

The innovation space Booster is comparable with the innovation space
Competition. In contrast to Competition, the difference lies in a clear fo-
cus on the Security-relevant Technology and Industry Base (STIB) of Swit-
zerland. With the innovation space Booster, the emphasis is on issues in
the area of defined key technologies and the industrial core abilities and
capacities required for these. The innovation space Booster is also aimed
at a degree of solution maturity of levels 1 to 6.

Idea Lab

Sandbox

The focus here is on solutions with a solution readiness level between
3 (concept) and 7 (minimum viable solution). This innovation space is a
methodically open instrument.

Here, technology tests with existing solutions, and thus usually with
a solution readiness level 6 (application demonstrator) to level 8 (Beta
solution) are carried out. For this purpose solution approaches from
academia and industry are sought by means of an invitation to tender
and based on predefined assessment criteria.

Test run

Ina Test Run, solutions that are already available and fully developed are
assumed. These exhibit a solution readiness level of 8 (Beta solution) to
9 (available solution with confirmed satisfaction of requirements). Here,
promising solutions should be tested separately, by the DDPS, in the
operational environment specific to requirements.



Solution Readiness Level (SRL)
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Principle Idea Concept Proof of Demon- Application Minimum Beta Solution
Concept strator Demonstrator Viable Solution  Solution

The solutions are assessed by a committee of experts, so that
the highest-rated solution can then be transferred directly to a
follow-up procurement as necessary.

Activities for finding solutions can be carri
both openly —in other words, together wit
demia or industry — as well as closed, in ot
nally. Whether the process is performed
basis depends on the available internal co
dentiality and the need.

Suitable solution providers demonstrate their proposed solution
in the test environment made available to them by the DDPS.
The goal is to assess different technology solutions with regard
to their suitability to meet demand. When the Sandbox is com-
pleted, the participants are provided with our estimate of the
technology and their solution proposal.

In the Test Run, they will be examined directly with regard to
their suitability for meeting the requirements in the consumer’s
deployment environment.

Theory Laboratory Simulated Operational Operation
environment operational environment environment

Validation environment



Timeline for the
emergence of the
innovation spaces

armasuisse Science and Technology has been conducting  Thanks to this test procedure, a suitable solution could be
innovation for many years, although it was not called that ~ found for the given problem and the innovation space

for a long time. Earlier projects show that creative, knowl-  described as successful. Further steps regarding a procure-
edge-based solution finding in connection with technical  ment for this solution are currently being clarified.
challenges has always been part of armasuisse Science and
Technology. For example, in procurement projects or when
setting up infrastructures in response to technological or
technical challenges. Since 2020, such projects have been
carried out as part of the innovation spaces DDPS and are
referred to as expeditions, in contrast to procurement pro-
jects. Thanks to these innovation spaces, solutions can be
developed for the challenges of the users.

One example of how we could react to a specific require-
ment with innovation and implement a solution is that of
the protective plate analysis. We need to go back to 2018 for
this: Bullet-resistant vests usually consist of several layers of
aramide fabric and — depending on the protection level —a
ceramic plate. However, these ceramic plates can be dam-
aged by improper handling, for example, if dropped. The
ballistic protection can be considerably reduced as a result
of the cracks, some of which are so small that they cannot be

perceived with the naked eye. A test procedure has therefore  Photos of a damaged protective plate before and after an additional shelling of
been sought which can be used to assess the status of the  the cracks. While the damages in the form of internal cracks are not discernible

plates used reliably, on the move and quickly, in order to en- with the naked eye in Figure a, they are clearly visible in Figure b, an x-ray im-
sure the safety of tflle wearers. Usually, the st’atus of ceramic age. Figure c shows an x-ray image of the same protective plate after shelling

of the cracks.
protective plates is assessed using x-ray images. However,
systems based on x-ray technology are expensive and the
examinations performed using them are time-consuming. An
alternative method was sought for these reasons. The result
is an acoustic procedure for assessing the status of ceramic
plates in the form of a suitcase. This enables a quick assess-
ment to be made to see if the examined protective plate has
lost its integrity, for example, due to a breakage or crack, and
thus the protection can no longer be ensured as it would be
if the plate were not damaged. armasuisse S+T already suc-
cessfully tested the potential of this new analysis procedure
with the first demonstrator. From today’s perspective, this
expedition can be assigned to the innovation space Test Run.

Dr. David Thévenaz assessing the structural integrity of a protective plate using
the developed compact demonstrator.
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From necessity to the
innovation spaces DDPS
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The technical challenges increased steadily for the Federal Office of
Defence, Civil Protection and Sport (DDPS) over the last few years. The
need for new paths and solutions in the environment of armament and
security technologies also increased. As a reaction to this, the DDPS
commissioned the company Deloitte to analyse the procurement pro-
cesses of the DDPS department in 2019. To promote innovation in this
area, the Deloitte report recommended, among other things, creating
what is known as an innovation space. In this space, solutions shall be
identified, developed and tested.
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2020

A future-oriented mandate
for armasuisse S+T

The head of department of the DDPS, Viola
Ambherd, laid the foundation for the innovation
spaces DDPS in 2020 mandated armasuisse S+T
with their conception. The aim of the innova-
tion spaces is to obtain findings for subsequent
procurement projects early on and thus avoid
major misinvestments. One of the goals of the
recommendation of the Deloitte report was to
identify and close capabilities gaps using these
innovation spaces DDPS. The goal of a success-
ful innovation space is to build up knowledge
and (correspondingly relevant) experience and
thus achieve insights which can be transformed
into solutions, in order to cover a particular re-
quirement on an optimum basis. Since then, the
area of innovation —in addition to research and
testing — has formed the third important corner-
stone of armasuisse S+T.



From theory to practice

From theory to practice some innovation expedi-
tions have already been implemented in the inno-
vation spaces. The expedition Time Synchronisation
in the Command and Control Network, for exam-
ple, was assigned to the innovation space Test Run,
while the expedition Automated Readout of Weap-
on Serial Numbers was a Sandbox.

2021

Time
synchronisation

— IEErTan
e VLS SR T

b am ]l umn

As a solution for time synchronisa-
tion that is as accurate as possible,
armasuisse S+T tested the White
Rabbit system for possible use in
the command and control net-
work. This technology was devel-
oped at the CERN and its goal was
to achieve synchronisation accura-
cy in the subnano and picosecond
range, as required in the area of
particle accelerators. The White
Rabbit technology set up in a test-

ing environment. The set up White Rabbit technology in a testing environment.

The White Rabbit technology aims to enable more robust, more precise and more independent syn-
chronisation of systems than is the case with widespread satellite navigation systems such as GPS. In
this examination, findings to the solution as such were obtained, and its suitability for integration in the
command and control network was examined and assessed. The aim is to make time synchronisation
available as a service in the command and control network, so that the Armed Forces’ sensor systems
can use a more secure, independent time base in the future. Actual implementation will be tested after
the command and control network has been unbundled, based on the findings obtained.
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2023

Automatic readout of
weapon serial numbers

In the expedition Automatic Readout of Weapon Serial Numbers,
corresponding solutions have been sought for this task. The goal
was to examine technological solutions which could replace man-
ual readout and recording of the serial numbers by persons on a
reliable basis using an automated procedure.

The solutions examined could demonstrate that, using Al-sup-
ported image analysis, there is a significant increase in efficiency
compared with manual readout. The daily challenges that lead to
difficulty in reading the stamped serial numbers —manually as well
as automatically — can be, for example, wear and tear, staining,
corrosion and lack of contrast.

The test system for automatic

reading of weapon serial numbers. In August 2024, armasuisse S+T published an

idea competition to seek new procedures for
environmentally friendly and safe recovery
of ammunition in Swiss lakes. Previous in-
vestigations have shown that the release
of harmful substances is low and recovery
would be ecologically hazardous. The inno-
vation space DDPS Competition was initiat-
ed as currently no commercial procedures
are known which meet the specified require-
ments.

2024

|dea competition for
environmentally friendly
and safe recovery meth-
ods of ammunition from
NVSYELGES

Military ammunition was submerged in
various Swiss lakes between 1918 and 1964. This involved problem ammunition, surplus or
outdated service ammunition of the forces in perfect condition or even rejected batches from
production. The bulk of the submerged ammunition lies in Lake Thun, Lake Brienz and Lake
Lucerne at a water depth between 150 and 220 metres.

With the launching of an idea competition, the aim is to include academia and industry in
finding potential solutions on the environmentally friendly and safe recovery of deep lake am-
munition. For example, if, against all expectations, the ongoing seawater monitoring reveals
the release of pollutants from submerged ammunition.

Trial lifting of a grenade with a special gripper in a
previous examination in Lake Lucerne.

2024 +

Continuously growing number
of innovation expeditions

The toolbox of the inno-
vation spaces DDPS is an
established, ongoing pro-
cess, which we live by and

The innovation spaces team is processing around 25 new ex-
pressions of interest along the phases of requirements, design,
implementation and completion.

So that the team can ultimately find and develop needs-orient-
ed, innovative solutions efficiently and without loss of quality,
which will make an impact, it will also continue to constantly
develop the process of the innovation spaces DDPS. The goal
of this is to be able to use the methods and process in the en-
tire DDPS. In addition, the utilisation and dissemination of the
findings should also be documented as efficiently as possible.

are constantly try to improve. However, this remains flexibly
adapted to expedition and requirements in its entirety, in or-
der to be able to offer an individually helpful application in as
broad an area as possible.
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International
innovation

The current geopolitical situation and the insights in connection with the COVID pandemic
have demonstrated the limits of globalisation. This has led to greater reliance being placed
internationally on national industrial capacities. International innovation and cooperation
here have increased and remain, however, widely undisputed. The challenges here are
often the same, which is why competences and ideas should be shared and used on an
international basis, for reasons of resource sustainability alone. Dr. Jens Rehanek explains
to us in this interview how Swiss innovation strength is positioned and how it can and will

be used in the defence sector.

Interview with Dr. Jens Rehanek, specialist area Research + Innovation, conducted by Anela Ziko, Staff,

competence sector Science and Technology

Jens, everyone’s talking about innovation. armasuisse,
more precisely the competence sector Science and
Technology, has also been working on this topic for
several years. Can you explain to us what innovation
means for armasuisse?

Innovation in defence refers to the development of new
technologies, processes and strategies, which can improve
the efficiency and effectiveness of military operations. This
includes both technological progress such as hardware and
software solutions as well as organisational innovations
which improve the cooperation and information exchange
between various stakeholders.

In public procurement, and thus for armasuisse, innovation
means that procurement processes, in particular, however,
the preparatory work for these procurement processes, are to
be made more flexible. Innovations are to be used to develop
and enable other solutions, which might be thought of in a
broader or different sense than the solution which has per-
haps seemed obvious up to now. In addition, the cooperation
with the private sector also plays a decisive role inidentifying
and implementing innovative solutions.

Ultimately, our innovation aims to increase the security of our
country and to guarantee its defence capability in a constant-
ly changing geopolitical environment.

Technological developments often progress more

rapidly than political processes. In your opinion, are

there differences between innovations in the civilian
environment and those in the defence sector?

Innovations in the defence sector are considerably distinct
from those in the civilian sector. The defence sector is subject
to strict requlatory conditions and authorisation procedures
which can slow down the implementation of new technol-
ogies. The innovation cycles are also usually longer than in
the private sector. In addition, innovation projects which are
government-funded must comply with strict budget specifi-
cations. Accordingly, cooperation with the private sector is
often complex, as nationalinterests need to be safeguarded.

In the civilian sector on the other hand, there is a wider vari-
ety of financing sources, including private investments and
risk capital, which can accelerate the development of new
technologies.

—12—



The focus of civilian innovation is more on improving the effi-
ciency of services for customers or their quality of life. In the
defence sector, the aspects of security and strategic advan-
tages also play an overarching role in addition to efficiency.

You’ve been working at armasuisse S+T since 2022.

Can you explain to us what the goal of the

innovation spaces DDPS is and how —and in

particular for whom — they are used?

The Deloitte report, which analysed the procurement pro-
cesses of the DDPS in 2019, recommended the creation of
an innovation space to identify, develop and test innovative
solutions. armasuisse S+T took up this concept and developed
the innovation spaces DDPS based on the specific challenges
in Switzerland. These spaces help to identify and close capa-
bility gaps as well as to avoid poor investments. In 2020, the
Head of the DDPS, Viola Amherd, finally instructed armasuisse
to develop the concept, which resulted in the emergence of
five needs-oriented innovation spaces: Competition, Booster,
Idea Lab, Sandbox and Test Run. Each space processes specific
challenges in a military context, and solutions are developed
across functions. Switzerland’s repeated top position in the
Global Innovation Index in technology and innovation shows
the enormous potential of our unique ecosystem with all of its
world-class academic and industrial capabilities. We would like
to now make increasing use of this in the DDPS for developing
solutions as part of the innovation spaces DDPS.

Die Innovationsraume VBS
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Dr. Jens Rehanek

is a scientific project manager at armasuisse
Science and Technology. Here, he himself is
responsible for expeditions and supervises

the contact with the European Defence Agency
(EDA), in particular the Hub for European
Defence Innovation (HEDI).

Age: 44
Place of residence: Baden

Hobbies: Watersports, Taekwondo,
music, hiking

Training: Physics degree at the
Technical University of
Berlin, Politecnico di Milano,
Ecole centrale de Marseille,
Dr. rer. nat. (doctorate in
natural sciences) at the Free
University of Berlin




“For Switzerland, these programmes could offer the
opportunity to strengthen their defence capabilities”.

The focus of the innovation spaces DDPS is on medium- to
long-term innovations which are intended to meet current
and future military challenges. A key aspect of the innova-
tion spaces DDPS that the user participates in the entire pro-
cess from start to finish, which lies in the exploitation of the
knowledge gained, together with the subject matter experts
and the innovation managers.

However, the process of the innovation spaces DDPS should
also be available to all other federal offices within the DDPS.
We from the Innovation team at armasuisse S+T are happy
to support the federal offices methodically and to provide
advice in the event of potential implementation.

The individual innovation projects or expeditions, as

they are called at armasuisse respectively, are imple-
mented first and foremost at national level. What is the
exchange and cooperation at international level?

As the innovation spaces DDPS are still new, we cannot of
course yet study the long-term effects. However, we can al-
ready definitely see that there is a very lively exchange be-
tween national and international industry and the users, for
example with the users or with organisations such as the Hub
for European Defence Innovation of the European Defence
Agency.

According to the report Security 2024 of the Center for Securi-

ty Studies at ETH Zurich, 52% of the Swiss population support
the wish for more cooperation with NATO in the area of new
technologies, while 91% also continue to favour neutrality.

However, there is also a constant international exchange of
experiences at a methodical level with national and mul-
ti-state organisations which are confronted with the same or
similar challenges. This is also a fixed component of the con-
stant further development of the concept of the innovation
spaces DDPS and the methodology used in them.




The European Defence Agency and NATO have their own
innovation programmes. What significance do these have
for technological innovations in the defence sector and in
particular for Switzerland?

The innovation programmes of the European Defence Agency
EDA and NATO are gaining increasingly in significance. They
promote cooperation between the member states, facilitate
the exchange of innovative ideas and offer financial support
for research projects. In addition, these programmes also
strengthen the interoperability of the armed forces.

Switzerland has a close exchange with NATO, institutionalising
since 1996 as part of the Partnership for Peace (PfP) and with
the EDA since 2012 as part of the Agreement on Armament Co-
operation. Participation in its innovation programmes could
help the Swiss defence industry to improve its technologies
and to become more competitive in the international market.
Participation could contribute to consolidating Switzerland’s
role in the European security structures and to adapt better
to new security policy challenges. For Switzerland, these pro-
grammes could offer the opportunity to strengthen their de-
fence capabilities.

And finally: In which technological areas do you see the
greatest innovation potential over the next few years for
Switzerland and the defence sector?

Switzerland has several promising technologies with consid-
erable innovation potential in the area of defence.

Artificial intelligence can be used to improve data analysis
and decision-making as well as to automate processes, for
example, in logistics, while in the cybersecurity sector it can
contribute, for example, to automatically combating cyber
attacks. Autonomous systems and robotics can take on dan-
gerous tasks, thus reducing human presence in dangerous
environments and also increasingly the efficiency of military
operations.

Allin all, innovative technological developments could also
offer the Swiss armaments industry the opportunity to in-
crease efficiency, security and resilience and to adapt itself to
a changing geopolitical landscape. Switzerland’s innovation
potentialis clearly identified —it now needs to be made usable
for innovations serving the security of Switzerland.

—15-



ldea competition for
recovery methods
of ammunition from
Swiss lakes

Military ammunition was submerged in various Swiss lakes in the years between 1918 and 1964.
This included problem ammunition, surplus or outdated service ammunition of the forces in
perfect condition or even rejected batches from production. The bulk of the submerged ammu-
nition lies in Lake Thun, Lake Brienz and Lake Lucerne at a water depth between 150 and 220
meters. After the last assessment of recovery methods in 2005, the technical possibilities for
the current state of the art should be re-examined. To this end, the call for the idea competi-
tion — launched by armasuisse Science and Technology — was started at the beginning of August
2024 to search for environmentally friendly and safe recovery procedures for this munition. The
submitted proposals will serve as a basis for further clarifications or for the launch of addition-
al research projects. Furthermore, the competition for ideas should also increasingly involve
universities and industry in considering how to recover lake ammunition in an environmentally
friendly and safe manner, should this ever become a topic.

In the following interview, project manager Jorg Mathieu gives personal
statements and assessments on the project.

Jorg, how did it come about that you became the project manager

of this idea competition for armasuisse?

| think that this was due to my experience with the subject matter. Since
1995, | have been actively involved in the investigations on the submerged
ammunition and explosive ordnance disposal under water, and we are pro-
viding continuous technical support in this area for the GS-DDPS, territory
and environment.

The public tender of this idea competition is the first of its kind.

It has been initiated as part of a research project and by the
innovation spaces DDPS. How did that come about?

The clarification of environmentally friendly recovery methods is a com-
plex undertaking. Despite a good network and cooperation in internation-
al projects, we are not yet aware of any ideal solution worldwide. With
the tool of the ideas competition, the innovation spaces DDPS offer an
ideal possibility to bring the topic to a broader audience and thus to make
optimal use of the existing knowledge potential.

What does this project mean for you personally?

| think it is important to continuously expand our knowledge about the
submerged ammunition and to continue to transparently publish the re-
sults obtained, as has been the case to date. | am of course delighted that
this matter is being appropriately prioritised with the research project and
the idea competition.

—-16—

JORG MATHIEU
Scientific project manager,
explosives specialist

After graduating as a chemical lab technician
and his first work experience in pharmaceutics,
Jorg Mathieu joined the Defence Technology
and Procurement Agency, the predecessor or-
ganisation of armasuisse in 1983. In the mean-
time, he has worked at armasuisse Science and
Technology in the specialist area Explosives
and Ammunition Control. He is an expert and
contact person for explosives in various areas
of application as well as for the localisation and
assessment of submerged ammunition and
unexploded ordnance under water. He is also
passionate about the underwater world in his
private life. Using underwater robots, he regu-
larly searches for sunken shipwrecks.



Why are solutions still being sought, although regular
examinations have not yet indicated any significant
negative environmental impacts to date?

Despite a low potential for emission, the pollution poten-
tial of the submerged ammunition is still considerable and
although the development over a longer period of time can
be well estimated, a residual risk still remains due to unfore-
seen circumstances. At the same time, society’s awareness
of the environment and the risks is constantly changing. It’s
therefore important to clarify all solutions that are technically
possible and their proportionality.

An assessment of possible recovery techniques in 2005
showed that all proposed solutions for ammunition
recovery available at the time would lead to massive
sludge turbulence and high risks for the sensitive
ecosystem of the lakes. How high are the hopes of

finding a new approach now?

If large amounts of sediments are released during recovery,
embedded pollutants can be released from the ammunition
and civil activity and the ecosystem could be endangered
by severe oxygen depletion. Technology has also developed
very strongly since the last general assessment of the recov-
ery methods in 2005 in the area of underwater work. We
can wellimagine that a brilliant idea combined with the best
underwater technology could lead to the development of an
environmentally friendly recovery method.

In addition to the poor visibility and the risks of
explosion, the water depth, the current as well as the
dimension and condition of the submerged ammunition
present further challenges. Which of these challenges

do you see as the greatest obstacle on the way to a safe
recovery method?

The focus here is definitely on the dimension and the condi-
tion of the submerged ammunition. As divers cannot be used
at these water depths, recovery generally has to be carried
out using remote-controlled resources. The separation of
ammunition from sludge is a very complex task due to the
wide variation ranging from smallest detonators up to 50 kg

heavy aircraft bombs. Suctioning the embedded ammunition
together with the sludge up to the surface is not really an
option, as the resulting quantities of sludge would probably
be too large for disposal.

“The clarification of
environmentally friendly
recovery methods is a
complex undertaking”

What are the next steps in relation to

the expedition?

At the beginning of 2025, the ideas will be assessed by the
jury and the best ideas will then be evaluated in detail by
a broad-based working group on ecology and safety. After
all the factors such as risks of explosion, environmental im-
pacts, required resources and costs have been estimated, the
proportionality of a recovery will finally be clarified with the
responsible authorities and specialists.

You'll be retiring at the end of 2024.

Can you draw a conclusion? Is this one of your most
challenging projects?

Yes, even taking into account my work on the Mitholz project,
this project is really very extensive and challenging. At the
same time, however, it is also very exciting to work on such
topics and | am delighted to know that this work is now in
the capable hands of the new project manager Anne-Laure
Gassner.

Jorg, thank you for your time.
We wish you all the best for the future!

Archive photo of how ammunition used to be submerged in Lake Thun.

Test lifting of a grenade with a special gripper at a previous
examination in Lake Lucerne.
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@ VISION AND
STRATEGY DDPS

SECURITY
AND PROTECTION

PEOPLE AND THE DDPS -
LEADERSHIP SECURITY FOR

SWITZERLAND

DIGITAL PERFORMANCE
TRANSFORMATION

Strategic initiative DDPS

We drive
innovation

At the beginning of 2023, the DDPS launched its departmental strategy. It consists of five
fields of action. For each field of action, there are three strategic initiatives each with a
target state to be achieved by 2030. One of these strategic initiatives in the field of digital
transformation is concerned with innovation and has the title—we drive innovation.
Responsible for it is Dr Thomas Rothacher, Head of Science and Technology at armasuisse.
What does the initiative entail? What are the challenges? You can find out all this and
much more in this article.

Marc Radstake, team leader of Innovation, competence sector Science and Technology
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The DDPS has the vision “Switzerland lives from its se-
curity. And the DDPS for the security of Switzerland.
The DDPS — security for Switzerland”. The depart-
ment strategy aims to ensure that this vision and the
associated targets are achieved by 2030. The strategy
comprises the following five fields of action: “Securi-
ty and protection”, “Resilience”, “Performance”, “Dig-
ital transformation” and “Persons and leadership”. In
the field of action of digital transformation, one of
these initiatives is “We’re driving innovation”.

What’s it about?

The goal of the initiative -we drive innovation- describes a
state in which the DDPS introduces future-oriented, innova-
tive solutions in a time- and cost-efficient manner and opti-
mally bundles own competences, knowledge and experienc-
es across departments. Successful implementation requires
clearly measurable goals that can be achieved with short-
term, distinct measures. Here, the OKR method (Objectives
and Key Results) offers an instrument which allows progress
to be made through regular interdepartmental workshops.
Since resources are limited and not available in equal meas-
ure in all federal offices, the measures and plans must be
adapted to the different circumstances. In addition, it is im-
portant to take small but effective steps and that the federal
offices mutually support each other.

One challenge is to create the optimal preconditions for
innovations for the various federal offices, each with their
specific requirements. One current key result that is priori-
tised for implementation is thus the existence of transparent
innovation processes in every federal office and that there is
a clear organisational assignment for innovation. It should be
possible to provide clear answers to questions such as “How
are challenges and ideas introduced?”, “Who is responsible
and provides support in implementation?”, “How will the re-
sources and priorities, required for the implementation, be
ensured?”.

Part of the top management of the DDPS during a serious gaming session at the retreat.

It is well known that in order to find solutions successfully, it
is beneficial to bring together people with different perspec-
tives and from different disciplines to search for ideas. Here,
the DDPS can greatly benefit from crossoffice cooperation.
The relevance of transdisciplinary cooperation has thus been
selected as a main topic of the contribution developed by
armasuisse S+T for the top management retreat in Septem-
ber, in which the members of the department management
have dealt with crossoffice questions on the topics of climate
change and energy autarky by means of a Serious Game.

What'’s next?

In 2024, measures are being worked on for two of a total
of seventeen key results. Ever faster technological develop-
ments and shorter renewal cycles, regulations and procure-
ment processes, as well as requirements regarding safety,
reliability and availability in all situations are challenges and
topics that need to be addressed. Innovation is essentially a
question of adaptability and speed with which it is possible
to react to changes in the environment. The DDPS can only
overcome these challenges if its employees — and in general
the administrative units — work together and jointly make
room for innovation.
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Joint research

with NATO

— PfP -

research partners
on reconnaissance
technologies

In August 2024, armasuisse Science and Technology tested the performance limits
of drone-based radar systems, together with various national and international
research partners as part of a NATO/PfP research campaign (Partnership for Peace).
These radar systems were tested in various frequency ranges as well as on

different drones, thus measuring their effect ivity.

Sarah Trosch, previously Staff, competence sector Science and Technology

Radar technology for better reconnaissance

During one week, the researchers analysed so called SAR imaging equip-
ment on various drones. SAR stands for Synthetic Aperture Radar and uses
radar waves to produce high-resolution digital surface models. Unlike
visual orinfrared cameras, SAR devices can take high-quality pictures even
in smoke, mist, fog and darkness, making them particularly interesting for
reconnaissance purposes.

The main goal of this research campaign was to examine the performance
limits of this promising, yet complex reconnaissance technology in various
different military scenarios. The radar systems were not attached to larger
and more stable flying objects such as aircraft and satellites, but on small
drones.

The tests involved the detection of static and moving vehicles and objects
in rural and urban terrain. Amongst other things, researchers examined
whether it is possible to spot vehicles camouflaged in vegetation or mines
on and in ground. Of further interest were images taken through fog as
well as the distinction between decoys and real objects. In addition, the
researchers examined the damage assessment of destroyed buildings and
trenches.

Phonix 94 — Example of an SAR system

The Fraunhofer Institute for High Frequency Physics and Radar Techniques
FHR from Germany was also participating in is research campaign with its
drone-based radar system Phonix 94. This is an imaging radar device - a
so-called SAR system — that has been developed for reconnaissance and
intelligence. During the test, the Phonix 94 system flies in linear move-
ments. The drone thus flies sideways past the respective scene and at a
constant height, thus enabling images to be created using the SAR proce-
dure. What is special about the Fraunhofer system is that the radar images
are generated directly live on the drone. This enables the transmitted data
to be tracked and checked at a ground station in real time — for example,
in a vehicle. In the near future, the researchers from Fraunhofer want to
test even higher frequencies and at the same time explore the question
of how the radar can be designed to be smaller and more compact. Other
systems tested are from the University of Zurich and from the French re-
search institute ONERA.

Conclusion and outlook

armasuisse S+T regularly participates in selected NATO research activities
as a representative of Switzerland as part of the Partnership for Peace
(PfP). The connection with international research partners thus affords,
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Thereby, the connection with international research partners
contributes to a better assessment of technological devel-
opments for the Swiss Armed Forces on the one hand, and
makes an important contribution to Switzerland’s security on
the other. However, these kinds of measurement campaigns
also always require a lot of organisation. Andreas Zihlmann,
scientific project manager in the area Sensory Analysis, no-
ticed this in particular. He organised this kind of measure-
ment campaign for the first time, together with Dr. Peter
Wellig, and describes his experiences as follows:

“This first-time experience of being co-organiser of an in-
ternational measurement campaign showed me what an
enormous amount of effort is required and that you can plan
everything down to the smallest detail but then it can still all
turn out differently — for example, due to weather conditions.
At the end, it was very gratifying to see how, thanks to a
motivated team, all the planned measurements could still be
successfully performed”.

The capabilities of the radar systems were tested under difficult conditions,
including smoke screens.

Participants of the NATO research campaign at the military training area Walenstadt.
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The Cyber-Defence

Campus of

armasuisse S+T

As a reaction to the steadily increasing cyber threats, the Cyber-Defence Campus (CYD
Campus) was founded in 2019. The decisive factor for this was a cyber attack on the
RUAG. The CYD Campus is assigned to armasuisse S+T and aims to anticipate cyber
developments faster and thus strengthening Switzerland’s cyber defence. It does so by
monitoring trends, thus identifying and developing the competences and technologies

required for cyber defence early on, as well as training cyber specialists.

Andrea Thaler, Cyber Security and Data Science, armasuisse Science and Technology

CYD Campus locations: the locations of the CYD Campus at the headquarters of armasuisse S+T in Thun,

at ETH Lausanne and near ETH Zurich.

The CYD Campus acts as the link between the Department of Defence, Civil Protection
and Sport (DDPS), industry and academia, development and training for cyber defence.
In order to facilitate the cooperation with academia, the CYD Campus has established
two locations: at ETH Lausanne and near ETH Zurich.

Cyber start-up challenges and hackathons for developing cyber defence

The CYD Campus pursues its set tasks with various activities and events.

One of these events is the Cyber Start-up Challenge. As the CYD Campus wants to iden-
tify and use new cyber developments as early as possible, it relies in part on the knowl-
edge and exploratory spirit of start-ups, as these often have novel and forward-looking
ideas. Thus, start-ups can produce innovations that provide a technological advantage




Cyber specialists during a hackathon

for security in cyberspace. It is therefore particularly important to identify
and use such technologies as early on as possible, even if they are not yet
fully developed.

In 2023, for example, innovative technologies in the area of smartphone
security were sought. Numerous start-ups from all over the world re-
sponded. Ultimately, the company Ostorlab was able to convince the jury
with its application scanner, which carries out security analyses of mobile
applications. This year, the company was able to implement its innovation
in a feasibility study tailor-made for the Armed Forces and thus demon-
strating it to the DDPS in a real-life environment.

The hackathons are another activity organised by the CYD Campus to
strengthen cyber defence. Last year in September, the Campus organised
a hackathon on the topic of attack detection in energy systems together
with the Lucerne University of Applied Sciences and Arts. In addition, ap-
propriate courses — particularly for specialists from energy supply com-
panies — were offered in the same year as part of the Cyber Training pilot
project.

The hackathon brought together more than 35 cyber experts from aca-
demia, the private sector and government. The goals were to promote
knowledge exchange in the cyber community, to identify vulnerabilities
inindustrial control systems and to develop effective countermeasures.

Cyber events for security-relevant knowledge exchange

In addition to the start-up challenges and the hackathons, the CYD Cam-
pus also regularly holds networking events on in the area of cybersecurity.
Such as the annual Cyber-Defence Campus Conference, for example. Last
year’s event was dedicated to the core topic of “Security in the era of
artificial intelligence: opportunities and risks”. The event was open to the
public and numerous experts from industry, the Federal Administration
and academia held talks on the topic of cyber defence.

The Cyber-Defence Campus Innovation Day in Bern had its premiere in May
of this year. Participants were interested persons from the Department
of Defence, Civil Protection and Sport as well as from universities and

industry. Among other topics, the presentations dealt with subjects such
as confidential computing and the Internet of Things (loT) security. As the
numerous participants appreciated the opportunity to obtain insights into
various technological developments in the cyber area, the CYD Campus
will be organising other such events with a focus on innovation in the
future.

The Cyber-Defence Campus Conference took place in the Kursaal Bern
on 30 October 2024. The main topic of the conference was Emerging
and Disruptive Cyber Technologies: Quantum, Next-Gen Networks and Al.
The CYD Campus welcomed speakers from the government, business and
science at this Conference. Based on the Cyber Start-up Challenge 2024,
the start-up landscape in the field of security of artificial intelligence in
the defence sector was analyzed. Start-up companies with innovative ap-
proaches in the area of security of Al are being sought. Start-ups were able
to submit their proposed solutions for the challenge until August 2024.
The three most innovative technological solutions were presented at the
Cyber-Defence Campus conference.

As part of the cyber training, the Cyber-Defence Campus is organising a
hackathon in February 2025, which will be devoted to building automa-
tion and intelligent building management. As part of this event, various
activities will be offered and access to numerous devices for building man-
agement made possible. With the aim of improving security in this area,
the Cyber-Defence Campus is looking forward to the research projects that
will be developed in this week.

Research in cyberspace continues

The research at the CYD Campus represents an investment for securing the
required expert knowledge and the scientific and technical capabilities for
the tasks of the federal government in the area of cyber defence in the long
term. The focus is not only on questions relating to the megatrends of arti-
ficialintelligence, quantum and security of supply chains, but also on areas
that have often been neglected in the past and where there is therefore
a lot of catching up to do in terms of cyber security. In particular, this in-
cludes communications and transport technologies as well as operational
technologies (OT), which form the backbone of our (digitalised) society.
Proof of the competitiveness of the research of the Cyber-Defence Campus
in these areas is the publication of the developed results and findings both
at the best academic as well as at the best industry and user conferences.
In 2024, the list of publications included more than 30 publications, includ-
ing those at top conferences such as USENIX Security, Infocom, Globecom
and DEFCON 32.
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Using natural
weapons to
remediate soil
polluted by

explosives’

In Switzerland, the soil at numerous sites is polluted by munitions or munition
residues. In order to clean up these sites and restore the ecosystem concerned as
best as possible, innovative methods are now needed. In a research project, the
biodegradation capacity of certain micro-organisms is being closely analyzed: can

bacteria and fungi be the key to the problem?

Dr Anne-Laure Gassner, specialist area Explosives and Ammunition Surveillance, and Lucas Ballerstedt,

staff unit, Competence Sector Science and Technologies

All over the world, large numbers of sites have been polluted by muni-
tions or munition residues. Our country has three types of sites affected
by the problematic: lakes where munitions have been dumped or used
for target practice, sites where there have been accidental explosions,
and firing ranges where exercises are held regularly. This project looks
at remediating soil polluted by explosives, therefore concentrates on the
last two of the three.

Major quantities of lead are present on firing ranges after they have been
used by the Swiss Armed Forces over extended periods of time. Apart from
lead, other heavy metals like copper and antimony may also be found.
A GP 90 cartridge, for example, contains around 3g of lead. Given that
something like 25.6 million GP 90s were fired in 2021, the potential pol-
lution in the absence of any protective or disposal measures are obvious.
Munitions also contain organic explosives like TNT. There is more than
1004 of explosives in a hand grenade. Given that the explosion process is
not perfect, it is likely that explosive and powder residues are also present
on the shooting ranges.

Remediation: what are the options?

There are three options for remediating a site: in an “off site” the con-
taminated soil is excavated, transported and treated off-site. An “on site”
procedure follows the same steps, except that treatment is carried out
in a facility set up on the site itself. The final option is “in situ”: no exca-
vation or transport is required. This consists of eliminating or removing
the pollutants without moving anything, leaving the soil intact once the

treatment is over.

There are many different ways of eliminating pollutants in situ, including
biological methods. These make use of the fact that the pollutants are bi-
odegradable with the aid of micro-organisms, which chemically transform
organic pollutants to produce energy - in other words, they feed on the
pollutants present in the soil. Ideally, the aim is to degrade compounds
into their constituent minerals, the building blocks that plants can re-use.
This is what is known as mineralisation.

The aim of the research project is to evaluate whether biological remedi-
ation methods could be applied to break down explosives present in the
sail. Soil biodiversity is very complex. A single gram of soil can contain
around one billion bacteria and between 2,000 and 10,000 species of
bacteria. Some of these may have acquired the capacity to degrade certain
explosives. The micro-organisms active in the degradation may already be
present in the soil on the polluted site, in which case we talk of biostimula-
tion, otherwise exogenous microorganisms may be added (bioaugmenta-
tion). But it’s not enough just to find the right micro-organisms and simply
scatter themin the soil. It’s essential to optimise their working conditions,
and especially to stimulate them by giving them nutrients. They must also
be non-pathogenic for humans (group 1), an inevitable condition for use
in bioremediation.
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What are the stages in the project?

This project is a collaboration with TIBIO, a company engaged in environ-
mental biotechnology and scientific consulting. It is divided into five stages
(see Figure 1), starting with small-scale laboratory experiments and get-
ting closer to the real world conditions of use at each new stage. The first
stage consists of finding micro-organisms able to degrade the explosives
of interest. For this purpose, a site has been chosen as a potential source
residues present in the soil. The site selected has also remained untouched
for a long periode of time, so it is possible that local micro-organisms have
learned to feed off the pollutants. Three soil samples were taken from the
site. The micro-organisms able to survive in the presence of explosives
were thenisolated and identified. In the second stage the micro-organisms

Classification of micro-organisms:
micro-organisms are classified into four

groups, depending on the risks they rep-
resent to humans and the ecosystem in
general. The higher the classification,
the greater the risk of human patho-
genicity and spreading. Only micro-or-
ganisms classified in Group 1 are used
for bioremediation; these are non-path-
ogenic and there is no risk of spreading.

selected are cultivated in greater quantity to evaluate the costs of using the
treatment mix on a large scale. If bio-remediation proves more expensive
than remediation in situ, it would be difficult to justify its application. Bi-
oremediation tests will then take place in the lab. That will be the moment
to assess the effectiveness of biodegradation to confirm that the output
from the degradation is not more toxic than the initial substances. If the
initial concentration of pollutant is at least 50% degraded, the first tests
will be carried out on a small plot of land. Finally, there will be full-scale
bioremediation.

At the moment the project has just successfully completed the second stage, and the initial degradation tests in the laboratory
should start in the next few months. However, each stage involves a host of challenges and obstacles that could block the
project and send it back to the starting point.

Isolation and identifi- Field tests

cation of strains

v

Culture & Scale-up

v

Laboratory tests

Q

Degradation
2 50 % Oﬁ: [C]inmalgmund

Large-scale
bioremediation

) )

The stages of the research project on site remediation using micro-organisms
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...projects within the innovation

spaces DDPS are called expeditions?

Regarding the innovations handled in the innovation
spaces, we talk about expeditions, not projects. The
term expedition underscores the explorative character
of the innovation spaces DDPS and serves to differenti-
ate from projects. You can find out more about this in
the Internet or in this magazine.

...the innovation spaces DDPS

have their own website?

The innovation spaces DDPS website has been online
since the summer. The innovation spaces DDPS are
instruments that serve to find innovative solutions for
current and future challenges of the DDPS. In order
to better communicate the resulting activities and
projects, a separate website has been launched. It is
continuously being updated with current expeditions
and information.

...the media release about the
competition for ideas for environmen-
tally friendly and safe methods

of recovering munitions from Swiss

lakes went around the world?

armasuisse is using an idea competition to find meth-
ods on how ammunition can be recovered from Swiss
lakes. This aims to involve academia and industry
increasingly in the considerations on how environ-
mentally friendly and safe recovery of submerged lake
ammunition could be carried out, should this ever
become a topic. The press release made it into the
headlines of various news portals all over the world,
including all the way to New Zealand.
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...the search radar of the decommis-
sioned air defence system Rapier
is to be reused as a training system

for the Air Force?

The air defence system Rapier, introduced during
the 1980s, was decommissioned in 2020. Now, part
of it — the search radar — shall continue to be used for
training purposes. The system is intended to simulate
ground-based threats and improve the training of air-
craft and helicopter crews. This sustainable solution as
part of the innovation space DDPS “Idea Lab” saves time
and money.
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Some highlights from the armasuisse S+T

work environment

26 to 29 June 2024: European Symposium of
test pilots

The 53rd European Symposium of the Society

of Experimental Test Pilots (SETP) took place in
Lucerne at the end of June. The focus was on
discussing insights and content on aviation safety
and flight testing. The Symposium, which has
been taking place since 1955 aims to increase the
safety and effectiveness of flight testing as well as
to promote networking among the test pilots.

June 2024: Participation in the largest interop-
erability exercise CWIX 2024 of NATO

In June, armasuisse S+T was able to test the
implementation of ideas in practice together
with around 2500 participants from 29 nations.
The CWIX participation enables armasuisse S+T
to strengthen the exchange of knowledge and
findings with international experts in the areas of
simulation, artificial intelligence and C2SIM. This
makes an important contribution to the security
of Switzerland.

23 and 30 August 2024: armasuisse tests perfor-
mance limits of drone-based radar systems with
NATO PfP research partners

At the end of August, armasuisse S+T tested the
performance limits of drone-based radar systems
in cooperation with NATO/PfP research partners
and with the support of the Training and Educa-
tion Command. The goal was to gain new insights
on SAR technology and to incorporate them in
further research campaigns.

9 September 2024: Invitation of the SDRC to the
United Nations in Geneva

At the beginning of September, Dr. Tonya Mdller
and Raul Gander from the Swiss Drone and
Robotics Centre travelled to Geneva at the invi-
tation of the United Nations, to present current
projects on technical aid with explosive material
clearance. In addition, Dr. Tonya Miiller provided
information on the possibilities and challenges
of unmanned systems for localising mines and
explosive war material.

September 2024: German Armed Forces test rear
cameras with night vision capacity in Emmen

In mid-September, the German Armed Forces Tech-
nical and Airworthiness Center for Aircraft carried
out tests at the armasuisse S+T Flight Test Center
in Emmen. Rear cameras on helicopters with night
vision capacity were tested over one week.

3 October 2024: Participation in the internatio-
nal exercise REMPUS (NATO/EDA)

At the beginning of October, Dr. Jens Rehanek
and Patricia Hormann represented Switzerland
as observers in the annual international exercise
REMPUS in Portugal. The focus of the exercise
was the testing of unmanned and autonomous
maritime systems.

9 October 2024: Participation in Swiss Federal
Office Day 2024 EPFL

At the beginning of October, Dr. Thomas Roth-
acher, Director of armasuisse S + T, and Dr. Vincent
Lenders, Director of the CYD Campus, attended
the Swiss Federal Office Day 2024 at EPFL. A key
element of this was to strengthen cooperation be-
tween the academic world and the federal offices.
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