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Foreword

Dear Reader,

The origins of artificial intelligence (Al) lie much
further back than many think. Back in the 1930s,
the British mathematician Alan Turing demon-
strated, using his Turing machine, that machines
could also execute certain cognitive processes
autonomously. The first chess computer follo-
wed in the 1950s. Since then, Al has been deve-
loping rapidly and in the meantime we can no
longer do without it in our everyday life.

The same applies for the defence sector. Al has
long been recognised as a strategically import-
ant element for security and defence capability.
For this reason, both civilian partners and defen-
ce authorities worldwide have been investing
more and more in research and development,
for example in the areas of cyber defence, data
analysis, simulation and autonomous systems.

This is where armasuisse Science and Technolo-
gy comesin. In the Competence Centre Artificial
Intelligence and Simulation — known briefly as
AlSI = created in 2024, my team and | are pursu-
ing the goal of supporting the Swiss Armed For-
ces and other public safety organisations with
innovate solutions.

DR MICHAEL RUEGSEGGER

Together with our partners from the military,
industry, administration and science, we are
developing practicable concepts and demons-
trators for current and future challenges. As a
central point of contact for Al in the DDPS, we
observe technological trends, advise our part-
ners and actively promote knowledge building.
A further focal point is the development of
demonstrators. In our Al and simulation labora-
tory in Thun, we combine, for example, various
simulation and Al technologies into one holistic
simulation platform. This simulation platform
enables our partners to analyse and train criti-
cal missions in the air, on the ground, in outer
space and in electromagnetic space together.
Our partners thus benefit from more effective
training and can make more informed and more
robust decisions.

Artificial intelligence today is a key factor in
military performance and security and offers
enormous opportunities. At the same time, new
technologies are also always accompanied by
new risks and challenges. As Head of the AlSI, |
take this responsibility with my team seriously.

In thisissue of Inside S+T, I invite you to discover
the world of Al from the perspective of science
and technology. Let’s shape the future together!

Head of Competence Centre Artificial Intelligence and Simulation AlSI



Contents

10

The Competence Centre AlSI

Learn more about the tasks and role of the Competence
Center Artificial Intelligence and Simulation.

Taskforce Drones

Last year, the Taskforce Drones was launched. Its goal:
strengthening defence capacity with Swiss drones. Learn
more about the current status of the Taskforce Drones.

Real or fake?

What does research teach us about identifying
fake images generated by artificial intelligence?

What is Al? — Milestones of artificial intelligence

The Competence Centre Artificial Intelligence and Simulation
10 The structure of the Competence Centre for Artificial Intelligence and Simulation
12 The Swiss Armed Forces and armasuisse: Together from the idea to the product
16 Real or fake? What research teaches us.
20 Alabove the clouds-strengthening Swiss air defence
24 Avalanches—a particular danger at the workplace
28 Taskforce Drones: Strengthening defence capacity with Swiss drones

31 Didyou know that...



What is Al? —
Milestones
of artificial
intelligence

What is AI?

“Can machines think?” — With this question, Alan Turing, a British mathematician
and pioneer in the field of computer sciences, coined the term “artificial intelligence”
in the early 1950s. Despite this, no universally accepted definition has been establis-
hed to date. A large number of definitions and typologies exist around the concept
of artificial intelligence (Al). Nonetheless, Al is described in the most common defi-
nitions as an attempt to recreate human intelligence. This means that Al processes
large quantities of information to fulfil specific tasks. These include processing
natural language, recognising patterns, adaptive learning and developing strategies.
Accordingly, Al is dependent on ideas and methods from various disciplines such as
mathematics, neuroscience, linguistics and psychology.

Three levels of Al can basically be defined — weak Al (Artificial Narrow Intelligence),
which is specialised in executing a task such as a chatbot on a website. In addition,
general or strong Al (Artificial General Intelligence) focuses on replicating human
intelligence. In this context, strong Al has the ability to acquire broad knowledge in
order to perform various tasks. Finally, the third level refers to artificial super intel-
ligence (Artificial Super Intelligence), the capabilities of which exceed human intel-
ligence. Compared to human cognitive function, the intellectual capabilities of this
super intelligence are highly developed and well advanced.

The current research and Al technologies concern, in particular, the strand of weak Al.
Here, it is clear that Al applications do not match human skills. Only in certain speciali-
sed branches have individual Al technologies succeeded in exceeding human skills.



Milestones of Al

1943

McColloch-Pitts neuron

Back in the early 1940s, Warren McCulloch and Wal-
ter Pitts presented a first biological neuron model.
Based on a binary approach, the model recognises
neurons as inactive or active elements. The neurons
are assigned the value 0 or 1. To date, the model is
considered to be the first work in the research field of
artificial intelligence.

In summer 1956, leading computer scientists, mat-
hematicians and linguists met at Dartmouth College
in the US state of New Hampshire for a workshop
dedicated to the topic of artificial intelligence. This
formally designates the birth of the term “artificial
intelligence”. During the meeting, the first Al pro-
gramme with the name Logic Theorist was develo-
ped on the spot.

1950

Alan TU r]ng Portrait of Alan Turing.

The renowned British mathematician Alan Turing created the Turing Test still used
today in 1950. The test is a recognised indicator for checking the independent
computing power and intelligence of machines. The test, also known by the name
Imitation Game, is considered passed as soon as a human being can no longer
distinguish whether the managed interaction is taking place with a human being
or with a machine.

Dartmouth College
Conference

| Group photo of the Dartmouth Conference

of 1956.

1970-1990

Al winter

Despite several intermediate milestones in the history of Al,
such as the primitive neuron network Perceptron developed by
Frank Rosenblatt in 1958 and the psychotherapeutic dialogue
system ELIZA in 1966, these achievements remained far behind
expectations. The Al winter designates, in particular during
the period between 1970 and 1990, the boundaries of Al at
that time. Small quantities of data, a limited pool of specialised
knowledge and a shortage of skills in language recognition
and interpretation led directly to the extensive discontinuation
of financial support. As a result, the activities in the area of Al
were reduced to a large extent.



1990—-2010

Al upswing

At the beginning of the 1990s, the introduction of the publicly accessible Internet in particular presented a con-
siderable breakthrough for the research field of Al. Due to the rapid spread of the Internet, the globalisation and
the advancing digitalisation, interest in Al technologies once again flourished. In particular, the rapid increase in
freely accessible data quantities led directly to an exponential development of Al systems. This positive trajectory
was promoted by the continuous increase of the processing power of computers and the improved methods in
the area of Al. At the end of the 1990s, Al returned to the media spotlight as a result of a number of promising
victories against its human opponents in the areas of chess and computer games. In the 2000s, private compa-
nies such as Amazon, Google and IBM also started to finance their own Al projects to an increasing extent. One
thing was certain — by this time, Al was a fixed component in the business models of several private companies.

From 2021

Generative Al boom

2020

First guidelines of the

From the 2020s, major leaps in development led to generative Al. Generative

Federal Administration Alis based on what are known as Large Language Models (LLM). These enable
on AI various functions such as processing and editing texts, creating contents and
translating languages. The term first became known to a wider public through
the publication of the tool ChatGPT from the US company OpenAl in 2022.
The tasks and activities of the Federal Administration are also ChatGPT was the first service of its type and is available free of charge to its
increasingly affected by advancing digitalisation and thus by users. Only a short time after the market entry of OpenAl, countless services
Al. Al has long been an important technological component of the same type from other companies followed.

of the Federal Administration in many areas. As a reaction to
the increasing impact of artificial intelligence as well as the
accompanying challenges, the Federal Council approved first
guidelines on dealing with Al in the Federal Administration
in November 2020. These guidelines primarily offered a refe-
rence framework for all responsible bodies of the Federal Ad-
ministration. The goal was to attain a joint understanding of
Al and thus to pursue a uniform policy when dealing with Al.

2022

Foundation of the
Competence Network CNAI

In 2022, the Federal Council assigned the Federal Statistical
Office (FSO) the task of setting up a Competence Network for
Artificial Intelligence. The tasks of the Competence Network
include, for example, support in the exchange of knowledge
and networking in the area of Al, either within the Adminis-
tration or beyond.



Dr Michael Riileggsegger, Head of Competence Centre for Al and
Simulation.

2025

Focal points of the AlSI
Competence Centre

The Competence Centre is currently focused on closing prio-
rity capability gaps in defence. For operational capabilities
such as shared situational awareness, joint management and
robust as well as secure data processing, the Competence
Centre implements and tests first demonstrators in the opera-
tional environment with the troops. In this context, the lear-
ning method Reinforcement Learning (RL) is used in addition
to generative Al. Using RL, for example, decision-makers can
be supported and new tactics created in the research pro-
ject “Al4Wargaming”. In addition, the use of RLin the project
“Al4CombatTraining” promotes tactical flight training in the
Swiss Air Force.

2024

Foundation of the

Competence Centre Al
and Simulation (AISI)

As part of the development of armasuisse 4.0, armasuisse S+T was assigned the
task of drawing up a development plan for the Competence Centre for Artificial
Intelligence and Simulation (AISI) at the beginning of 2024. The goal of the AlSI
Competence Centre is to develop and transfer innovative solutions for institutions
of national security. For this purpose, specialists work together closely with the
end users of all federal offices within the DDPS.

One of the main services is to develop demonstrators and test these in experiments
as well as together with the end users. In addition, the Competence Centre is the
central point of contact within the DDPS. Specifically, it guides and coordinates all
practical activities in the area of Al and simulation for security applications. These
activities include, for example, technical advice to the Armed Forces when initi-
alising new projects or conveying technical expertise to partners and industry to
develop demonstrators for products. Thanks to the high degree of specialisation in
the various specialist areas of armasuisse S+T, the AlSI can draw on internal support
from various experts in the execution of its activities. The Competence Centre also
conducts technology and market monitoring, to identify new developments early
on and to incorporate them in good time in projects.

Neuromorphic computing

& Although the beginnings of neuromorphic computing lie
Ul in the 19805, the current importance of this technology is
steadily increasing. The computer approach is based on the
! replication of functions in the human brain, to develop effi-
cient and adaptive computer systems. Here, the technology
is primarily focused on the neurological and biological struc-
tures of the brain. Neuromorphic calculation is therefore also
treated as a future key technology for optimising the energy
efficiency of resource-intensive Al tasks.



The Competence
Centre Artificial

Intelligence and

Simulation

armasuisse Science and Technology (S+T) Competence Centres develop innovative so-
lutions for national organisations of state security and put them into practice. Together
with the end users, they develop solutions for their daily challenges and are the central
contact point within the DDPS in the respective area of responsibility. The Competence
Centre Artificial Intelligence and Simulation is thus the main contact partner for all tech-
nologies in this topic area. But what exactly are their tasks? What roles do they assume?
You can find out the answers to these and other questions in this article.

Lucas Ballerstedt, Staff, armasuisse Science and Technology

The Competence Centre Artificial Intelligence and Simulation (AISI) of armasuisse S+T observes,
develops, experiments and tests technologies and transfers innovative solutions to public safety or-
ganisations. Thus, for example, technological developments are tracked, demonstrators developed
and tested and a laboratory infrastructure maintained. Through this work, the Competence Centre
generates direct added value in the areas of security, efficiency and sustainability. At the same time,
it provides internal added value by supporting and advising the employees with technological
knowledge. It attains its goals through partnership-based cooperation with the end users, with a
pragmatic approach and by continuously checking possible solutions by means of demonstrators in
a mission-critical test environment.

TRLis a method originally developed by NASA for classify-
ing the degree of technological maturity from TRL1 (first
technology principles observed) to TRL9 (the system has
proved itself successfully in use) and is widely used today in
research and industry. The AlSI Competence Centre deals
mainly with technologies in the TRL levels 4 (test setup in
the laboratory) to 6 (prototype in the deployment environ-
ment).

The tactical F-35 flight simulator in the Al+SimLab.



In the SimLab, exercise instructors can track the actions of the participants in
real time and issue orders.

Where are the focal points?

In the area of artificial intelligence, the focus is on closing priority capabi-
lity gaps. These are geared to the strategic goals and decisions of national
security organisations such as the Swiss Armed Forces. The AlSI Compe-
tence Centre, for example, is thus working on how the sensor intelligence
collection and tactical reconnaissance network (SNFW) can be accelerated
using Al. The goal here is to accelerate leadership decisions and operatio-
nal planning and to make them more resilient. In the area of simulation,
everything revolves around the future simulation landscape of the Armed
Forces. These topics support security organisations in jointly developing
and testing new concepts, identifying optimal procedures before a tactical
operation and increasing efficiency in training.

The Al and SimLab as a safe environment for joint experiments with
partners

The laboratory is the heart of a Competence Centre. As are the Al and
SimLab. In this [aboratory, partners from industry, academia and the Swiss
Armed Forces have the opportunity of testing and developing solutions
for current and future challenges of the Swiss Armed Forces and potential
partners in a protected, accessible environment. At the Thun location,
various simulators and a powerful server are currently coupled with a
large simulation system. A networked, Al-based simulation environment
is thus available, in which cross-domain of operations exercises can be
performed. In practice, this means that a scout on a simulated mission
can transmit information on enemy locations in real time to the pilot, who
is taking part in the same exercise at the flight simulator and monitoring
the airspace. The SimLab offers an efficient and easy to use platform for
training, armed forces development and operational support.

The interaction between the domains of operations is a key aspect here.

Cooperation as a key element

All the work in a Competence Centre is only as good as it is addressed to
the needs of the partners. This applies even more so for the new AlSI Com-
petence Centre, as it is still being developed. Close cooperation and con-
tinuous exchange are therefore very important —whether they take place
at an early stage during needs assessment or at a later point in time during
the development of demonstrators. For this purpose, the employees at the
AlSI Competence Centre will participate in various national and interna-
tional working groups, to maintain reqular exchanges of knowledge and
information and to apply this information as best possible for the needs of
the partners, such as the Armed Forces. At national level, industry, higher
education institutions and security organisations are important partners
for discussing current and future challenges and developing solutions. At
international level, the AlSI exchanges ideas with partners in the German
language region (D, A, CH) as well as with NATO. The SimLab therefo-
re regularly receives foreign military representatives and thus promotes
international cooperation.

Ten simulators are currently being networked
into a cross-domain of operations simulation
platform in the Al+SimLab.



The structure

of the Competence
Centre for Artificial
Intelligence

and Simulation

In the interview on the Competence Centre Artificial Intelligence and Simulation (AlSI) created by
armasuisse Science and Technology (S+T), Adrian Christ, Business Owner Doctrine Armed Forces
Cyber Command and Martin von Niederhausern, Head of Competence Centre Simulation of the
Armed Forces discuss the significance of Al in their field of work, the opportunities for nationwide
cooperation and the expectations for the created Competence Centre.

Interview with Adrian Christ, Business Owner Doctrine Armed Forces Cyber Command and Martin von Niederhdusern, Head of Competence Centre
Simulation of the Armed Forces; conducted by Moana Hafeli, Staff, Science and Technology.

Adrian and Martin, you’re both attached to Defence. To what extent
are you involved with the topics of Al and simulation? What are your
roles within Defence?

Adrian: In my role as Business Owner Doctrine for the Armed Forces Cy-
ber Command (AFCC) | focus on the long-term development of our orga-
nisation. Here, artificial intelligence is an important driver which enables
us to automate decision-making processes and achieve a leading edge in
knowledge. Simulations play a supporting role, particularly when it co-
mes to developing scenarios and testing strategic options. Our goal is to
create a viable basis for developing the skills of the Swiss Armed Forces.

Martin: My employees are responsible for the short-to long-term develop-
ment planning of the simulation systems, from a technical perspective.
They work in interdisciplinary project and system teamsin roles as user re-
presentatives, in the user team or as technical experts. Here, they develop
technical products as part of concepts, innovations and project planning,
in procurement projects and the change management of implemented
simulation systems. From a technical perspective, they also coordinate the
stakeholders across various projects, as synergies and dependencies exist
in many cases. Last but not least, we pursue technological development
at home and abroad and ensure the transfer of expertise in the simulation
community of the Armed Forces and armasuisse. Amongst other things, |
represent the Swiss Armed Forces in the NATO Modelling and Simulation
Group (NMSG).

armasuisse S+T has been working for a long time on the topics of Al
and simulation, and has now created a Competence Centre for this
purpose. You have also cooperated in the past with armasuisse S+T
and its specialists in the areas of Al and simulation. Which opportuni-
ties does the cooperation with the new Competence Centre open up
for you?

Adrian: The new Competence Centre offers the Armed Forces and the
AFCC the option of processing even more specific questions in the area
of Al and simulation. What is particularly valuable is the expertise in the
development of demonstrators, with which we can validate concepts and
test their feasibility. The close involvement of users of these developments
ultimately creates benefits for operations and the forces. Through the clo-
se cooperation with armasuisse S+T, we not only obtain access to the latest
technology, but also benefit from synergies which increase the innovative
capacity of the Swiss Armed Forces and the AFCC. We can thus develop
prototypes within a short space of time and react quickly to challenges.

Martin: Thanks to close nationwide cooperation, we are able to bridge a
gap between research, innovation/testing and procurement. Together, we
can develop focused solutions for the forces on a non-bureaucratic basis.
For example, we took part in the international exercise CWIX 25, together
with the Competence Centre Al and Simulation, in cooperation with the
Armed Forces Cyber Command. We thus obtained findings for an ongoing
project which is only at milestone 10. This type of interdisciplinary and
proactive approach would not previously have been possible.

—-10—



“It’s important that we continue to
cooperate in a straightforward and
non-bureaucratic manner.”

How can the Competence Centre Al + Simulation support you in your
daily business and offer added value? Can you give a few specific
examples?

Adrian: It helps us to make substantiated assessments and to ensure that
we are making the right decisions for future developments. A key aspect
is the support when using Al, such as Large Language Models (LLM), in
various systems relevant for deployment. It also enhances our decentra-
lised innovation processes by providing us with professional advice in
our development trends, developing demonstrators and supporting us
on this path. The Competence Centre’s expertise enables us to implement
ideas more efficiently in practice and to pursue innovative strategies on
a systematic basis.

One specific added value of the Competence Centre lies in its support of
practical use cases, where we have already been able to achieve initial
success. One example: How can an operational picture be created effi-
ciently and filtered with prompts to present relevant information quickly
and precisely? Another example is the conversion of voice commands into
text, with which we can accelerate decision-making processes and simplify
communication. Or how we can develop and optimise Al models with
minimum training effort — perhaps by using pre-trained models. These
approaches are particularly valuable where specific use cases with limited
data sources need to be addressed. Such solutions don’t just offer practical
support on a day-to-day basis, but also strategic advantages in decision-
making and operational planning.

Martin: Michael and his team are helping us to bridge a gap between
theoretical research and the specific procurement project. With the jointly
operated simulation laboratory, we are also able to discover the truth
behind the glittering sales promises of industry, carry out technical and
methodical trials and explore the effective options of the technological
status.

Dr Michael Riiegsegger talking to Adrian Christ.

Dr Michael Riiegsegger demonstrates the aircraft
simulator to Martin von Niederhdusern.

A S+T Competence Centre supports internal part-
nersin the utilisation of technological knowledge
ininnovative solutions.

What are your expectations and goals for the future cooperation and
long-term development of the Competence Centre?

Adrian: We expect the Competence Centre not just to deliver technologi-
calinnovations but also to serve as a catalyst for strategic development.
The goal is to establish a long-term, confidence-based partnership in
which we develop solutions which are practical and sustainable toge-
ther. In addition, we hope that the Competence Centre will offer a plat-
form for knowledge transfer and networking between various partners,
both at national and international level.

Martin: It’s important that we continue to cooperate in a straightforward
and non-bureaucratic manner. The goal must be to find pragmatic solu-
tions for the problems of the forces.

Many thanks, Adrian and Martin, for your time and for this informati-
ve interview.

You can read the whole ;
interview here: E
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The Swiss Armed
Forces and
armasuisse:
Together from the
idea to the product



The Competence Centre Artificial Intelligence and Simulation (AlSI) develops innova-
tive solutions for organisations of national security. The latest example is an Al tool
named NJORD, developed together with the Cyber-Defence Campus of armasuisse S+T
for the Swiss Armed Forces. What used to take several days now works in just a few
minutes. But what is NJORD and what is an inter-agency cooperation like?

Matthias Sommer, Competence Centre Artificial Intelligence and Simulation

Lucas Ballerstedt, Staff, armasuisse Science and Technology

An Al tool named NJORD emerged as part of an inter-agency
cooperation between the Federal Office for Defence Procu-
rement armasuisse and the Swiss Armed Forces. NJORD is a
good example of a successful cooperation. From the idea to
the needs assessment and the development of a prototype to
the final product development. But what is behind all of this?
The area of Operational Studies and Training in the Swiss
Armed Forces is also tasked with planning and conducting
exercises at military strategic level. This also includes online
exercises in simulations. Here, scenarios are executed in the
programme, to which the participants in the exercise have to
react. To enable a training environment that is as realistic as
possible, these scenarios are supplemented with messages.
These messages are intended to influence the decisions of
the participants. In anideal case, this means that each exerci-
seis unpredictable for the participants and appears realistic.
However, the problem is that these messages have to be crea-
ted manually, which requires using a considerable amount of
resources. In the NJORD project, the use of Large Language
Models (LLM) was examined for creating these messages.

An LLM is a model of artificial intelligence (Al) and its
purpose is to create and understand a text in a hu-
man-like manner. The understanding of LLMs is fun-
damentally different from the human understanding
of language. Because Al does not distinguish between
letters, words or sentences as they are interpreted by
persons. Instead, LLMs use probability calculations
and neural networks to find out how text modules are
combined with each other. By using large quantities
of text as training material, the probability with which
a particular text module follows another text module
can be calculated.

—13-

From the requirement to the demonstrator

Specifically, these messages must imitate the messages from
message agencies in simulations and, depending on the exer-
cise, cover various languages. Generating these messages
demands considerable resources and can take up several
days. The requirement was thus recognised to generate the-
se messages via an LLM, in other words, an Al application,
and armasuisse Science and Technology (S+T) was tasked
with a corresponding feasibility study. In the study, a speci-
fic simulation scenario was used, consisting of 75 different
events. Supplementary messages had to be generated for 73
of these events. The approximate number of messages to be
generated varied between five and thirty according to event.
The messages were to be generated in different languages,
including English, German, Russian, Finnish, Swedish, Norwe-
gian, Estonian, Lithuanian, Latvian and French. There are thus
a considerable number of fictitious messages to be produced.
Four open source models were tested for the generation of
the texts. Open source models are publicly accessible systems
which can be further developed if necessary. The systems
could thus be adapted to the needs of the Swiss Armed Forces
and developed into a prototype. The specific end product
consists of an application in which the exercise instructor
could produce Al-generated messages on a graphical user
interface (GUI) with just a few clicks. In this self-developed
software, exercise instructors only need to enter a few core
elements, and within a few seconds a fictitious message
from a message agency appears. Thus for example, using
the data “Europe-wide interference in the radar network in
civil aviation leads to irregular interruptions in the military
radar network. However, military network mostly stable.” the
following fictitious message is created:



“An unexpected interruption in the military radar network
of the Swiss Armed Forces was reported today. According to
sources, short-term outages occurred in several regional con-
trol centres, while most systems remained stable. The respon-
sible parties report technical errors and a possible load on the
communication connections as the main causes. The defence
ministry established that the network was widely intact and
did not present a threat to national security. Civilian air trans-
port radar continues to remain affected due to Europe-wide
interference, but the network does not affect the military situ-
ation. Further investigations are pending. The task forces are
working on rapid troubleshooting and are checking long-term
solutions immediately without delay”.

From demonstrator to product development

The results of the feasibility study and the application de-
monstrator have proved to be of considerable use for the
Swiss Armed Forces. What used to take several days can now
be produced in just a few minutes. This success was possible
thanks to the close cooperation between the Swiss Armed
Forces and armasuisse S+T. In a further step, possible indus-
try partners were sought to further develop the application
demonstrator into a usable Al tool for the Swiss Armed For-
ces. Because a demonstrator is only used to demonstrate the
intended purpose and its benefits and is not intended as an
operative tool. Such a partner was found in the company IBM.

Miltiade Athanasiou, Chief of Principles in Operational Stu-
dies and Training in the Swiss Armed Forces, was the custo-
mer in the NJORD project. In his role, he represents the needs
of the Swiss Armed Forces and was very closely involved in
the project and in the cooperation with armasuisse S+T. He
reflects on the project in the interview below.

—14-



Miltiade, how did you come to be the customer in the project for

the Armed Forces?

Operational Studies and Training (op S) has various mandates. One of the-
se concerns the planning and execution of training at military strategic
level. In this context, it quickly became clear to us that we could use new
technologies to support one of our tasks.

“We want, we can,
we will do.”

How did you recognise the need for such an Al model and where

does this come from?

The requirement sprung mainly from the following two conclusions: First
of all, Al enables us to generate a large number of open source messages
based on a particular scenario in our work. Up to now, this work was per-
formed manually, which means that each message was created individual-
ly. Secondly, we are a small (but excellent) team and have limited resources
when it comes to performing strategic exercises.

Can you explain to us what the cooperation with armasuisse S+T was
effectively like? How do you develop an Al-based application together,
tailored to your requirements?

We started with nothing, but with a pretty good idea of our requirements.
The cooperation with armasuisse S+T initially consisted of acquiring a bet-
ter understanding of the current options of Al. It was therefore about
benefiting from the expertise of armasuisse S+T. The next phase consisted
of designing a first demonstrator quickly. This was decisive, because in this
phase the fundamental questions were posed, in particular regarding the
scope of the project. Over the entire project — which is not yet concluded
—the close operation with armasuisse S+T was of utmost importance to us.

What is the added value of this Al-based application for your team?
The main added value is the time saved creating open source messages
as part of the exercises. The result is very positive: We can now create
hundreds of high-quality messages in French, German, Italian and English
in just a few minutes, for which we previously needed several days.

Looking back, how do you assess the cooperation with

armasuisse S+T?

The cooperation was very good, particularly with the project managers.
| appreciated the short reaction times, as well as the simplicity of the
result-oriented exchange. For us, it was important to know how we could
get from “we want to” to “we can” to “we will do”. So it was a matter of
researching together, contributing ideas and proposing realistic solutions.

The product is now under development. What are the next steps?

The work is currently being continued with IBM. At the same time, the
Al model is to be developed. We have therefore taken up contact with
Joint Operations Command, in particular, which likewise has requirements
in this area. For us, it’s important that the Al model, which we’ve called
NJORD, and the experiences from its development are accessible and serve
the entire army system. Ultimately, we also work on other projects in the
areas of anticipation and Al.

MILTIADE ATHANASIOU
Chief of Principles, Operational Studies and Training,
Swiss Armed Forces

Miltiade Athanasiou has been employed by the
Confederation for over fifteen years. Following
various other positions in Joint Operations
Command at the Federal Criminal Police fed-
poland in the Cyber Command project, he now
works in Operational Studies and Training.
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Dental block

Synthetic portrait of a woman with small irregularities on the left
eye, the hair, the teeth and the shape of the left ear.

Hair doesn’t hang down

Real or fake?
What research
teaches us.

The Cyber-Defence Campus of armasuisse Science and Technology (S+T) is publishing
new studies about the increasing difficulty in identifying images generated by artificial
intelligence (Al) as such. This joint research project of the Cyber-Defence Campus and

the University of Applied Sciences of Northwestern Switzerland (FHNW) deals with the
increasing use of Al-generated images and with the subtle artefacts that distinguish them
from real images.

Artificial intelligence has revolutionised the creation of digital images. As a result, synthetic,
photorealistic images are becoming increasingly widespread and are used in various areas
—for example in entertainment or in advertising. However, this technology also encourages
misuse, for example for spreading wrong or misleading information through realistic
looking but fabricated images.

Andrea Thaler and Raphael Meier, Cyber Security and Data Science, armasuisse Science and Technology
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Shape of pupil

“Even if Al models keep improving, they still

have difficulty generating certain details.”

Deformed ear

Al-generated images are currently becoming more realistic, so that it is
increasingly difficult to distinguish between real and synthetic contents.
For this reason, the Cyber-Defence Campus and the University of Applied
Sciences of Northwestern Switzerland (FHNW) conducted studies on the
analytical capabilities of modern generative diffusion models, focusing on
their weaknesses, in a joint research project. The focus of a study are the
difficulties in identifying synthetic contents. Here, it is emphasised how im-
portant it is to account for small but significant errors such as irreqularities
in the human anatomy, the incidence of light and the object symmetry.
These subtle errors, which can be overlooked by the untrained eye, provide
important clues when distinguishing Al-generated images from realimages.

In the studies, the use of generative deep learning models —including the
diffusion models —for generating syntheticimages for potential deception,
manipulation and infiltration in cyber operations is examined. Although Al
can generate high-quality illustrations and not realistic image contents, the
achievement of photorealistic results still remains extremely difficult. The
reasons for this are the limited processing power and the need for human
post-processing. The accessibility and practical applicability of such tools
lead to concerns with regard to their misuse, in particular to the distribution
of disinformation as well as digital deception. The findings of the second
study concerning the problems of recognising synthetic photos is presented
below.

Hidden clues in Al-generated images

Even if Al models keep improving, they still have difficulty generating
certain details. In the study, typical errors in synthetic images were de-
termined, termed artefacts, which could provide important clues to the
synthetic origin. The errors were then classified in a comprehensive taxo-
nomy. These errors frequently occur because generative models cannot
reproduce complex visual structures completely accurately.

Many of the problems include:

— Errors in the human anatomy: Al frequently generates hands with too
many or too few fingers, unnatural positioning of the fingers or asymme-
tric facial features. Ears, eyes and teeth can also be distorted or placed
incorrectly.

—Irregularities in light: Shadows and reflections can appear unnatural,
because light sources behave differently than in a natural environment.
An emphasis on the face or on objects can be incorrectly placed and thus
produce an artificial impression.

—No symmetry: Objects can be slightly distorted or placed incorrectly such
that symmetrical objects appear asymmetrical — for example, different
rear-view mirrors of a vehicle — or repetitive structures can be repro-
duced inconsistently, such as railings or fences with irregular spacing.

Even if these errors are subtle, they become obvious when observed more
closely. As Al-generated images are increasingly improving, both profes-
sionals and the public must be made equally aware of how to recognise
these subtle fine details so that they can distinguish between real and
synthetic contents.
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Why training and raising awareness are important

Training and raising awareness are essential for counteracting the risks
posed by syntheticimagery. The study recommends that specialists in the
areas of journalism, news analysis and digital forensics are specifically
trained in better recognising Al-generated contents. Raising awareness
of synthetic image generation among the general public can also help to
reduce the dissemination of misinformation and manipulation.

“Training and raising awareness
are essential.”

Avoiding distortions in image analysis

Two basic errors are possible when analysing images: “False positives”
can occur, where real images can mistakenly be identified as artificial, as
well as “false negatives”, where Al-generated images can be incorrectly
considered to be real. These types of errors can lead to misinformation,
mistrust and serious consequences in areas such as journalism, law and
research. Cognitive distortions, particularly confirmation errors, can
further distort the analysis and lead to artefacts being incorrectly iden-
tified or clear signs of manipulation being overlooked. The frequency
of such errors can be reduced if a systematic, impartial approach and
modern recognition tools are deployed. In addition, it is important to
make image analysts aware of the influences of cognitive distortions
when examining images.
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Synthetic images of HIMARS vehicles. Both images were generated using ControlNet, where the edge structures of real images served
as templates. Image (A) was generated by the prompt “Photo of a HIMARS vehicle on a gravel road in good weather with blue sky”,
image (B) by the instruction “Photo of a HIMARS in a large military bunker with clear structures and little light”.

Practical application of the results of the study

Al-generated images are already used today to manipulate public opinion,

stock markets and even political events. Falsified images can spread incor-

rect information as well as cause confusion and mistrust. Countermeasu-

res could consist of novel recognition technologies and better media skills.

The documents and findings of the study can be used to:

—support education and training measures in the areas of digital forensics,
news analysis and journalism,

—check images systematically for clues to Al generation,

—support campaigns for media expertise,

—develop new guidelines and instructions to prevent the improper use of
syntheticimagery,

—encourage new research for the automatic recognition of Al-generated
images.
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FHNW perspective

At the FHNW, we examine Al in contexts in which rigorous research
is confronted with practical challenges. As researchers, we are at the
same time both fascinated and concerned about the latest advances
in Al and the associated potential impact on our society. The CYD
Campus promotes research on these important questions with fi-
nancial resources and brings specialists from various areas together
to manage projects on topics with practical relevance. We are proud
that we were able to examine the weaknesses of generative Al and
could develop a workflow together for practitioners to identify syn-
theticimagery as such. Our thanks go to all those involved who have
led this project to success, but particularly to Raphael Meier, who
supported us with his extensive expertise and the efficient use of
his network to bring together science and practice.



Al above

the clouds -
strengthening
Swiss air defence

The potential of artificial intelligence (Al) in the defence sector is undispu-
ted. But how can Al be used to strengthen the Swiss air defence and which
role does the interaction between theory and practice play here? The Al
research project “Al4DogFight” of armasuisse Science and Technology (S+T)
and the Institute of Artificial Intelligence (IDSIA) of the University of Lugano

(USI) provides answers to these questions.

Moana Hafeli, Staff, armasuisse Science and Technology

Al has become an integral part in several areas of life. Al also plays an
important role in the military context. The use of Al in air defence, in
particular, is reforming modern aerial combat. Intensive research is being
conducted into the use of Al in what are known as DogFights — close com-
bat between two combat aircraft. In 2019, the US Air Force provided an
example of how Al agents defeated human pilots in simulated aerial com-
bat. These tests as well as current research on this type of aerial combat
are focusing on a machine learning (ML) method: Reinforcement Learning
(RL). In addition to the traditional learning methods of ML, RL constitutes
a further, very promising branch of Al.

Reinforcement Learning

In 2024, research on RL application attained a further milestone. The US
military successfully performed flight test runs in the area of autonomous
aerial combat. As part of a large-scale test campaign, demonstrations
performed for the first time showed how a modified F-16 combat aircraft
with an integrated RL application implemented autonomous and tactical
decisions during staged air combat with a manned F-16 combat aircraft.

The knowledge obtained reinforces the exponential development as well
as the application potential of this ML method in air defence. As a result,
there is a great deal of interest in the use of RL, particularly in the area of
DogFights. armasuisse S+T has recognised this potential and launched a
joint research project with the IDSIA.

The method of RL is based on an automatic learning process. At the heart of this is the idea that the “agent” learns to make decisions itself, with
the goal of maximising the reward for the decisions made. For this purpose, the agent interacts tirelessly with its environment to receive as much
information as possible. The agent does not know in advance how the triggered action will be assessed. The environment reacts to the action
triggered by the agent in the form of a reward or a penalty. The agent can thus assign a value to the performed actions.
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