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ABSTRACT

Multi-Dimensional Data Farming (MDDF) uses Machine Learning (ML) to automate data farming to allow
improved and faster decisions in highly complex multi-scale, multi-domain, and multi-level hybrid war
campaigns. This has significant utility when used in support of Operational planning, allowing multiple
Courses of Action (CoA) to be rapidly developed and evaluated prior to the execution of any operation. Using
MDDF enables decision-makers to explore the problem space and identify multiple optimal solutions
significantly faster than current techniques.

MSG-186 has applied MDDF in a sand-box environment to an illustrative combined strategic campaign and
tactical hybrid warfare operation resource allocation problem considering the balance between local and
global optimal solutions. We have tested the technical feasibility of implementing MDDF within the Federated
Mission Network operational environment at Coalition Warrior Interoperability Exercise (CWIX).

Through MDDF, we aim to show it is possible to combine ML techniques exploring operations at multiple
scales (Multi-Domain Operations and targeted-fidelity modelling) and optimize the strategic/operational level
goal, by selecting the correct resource allocation scheme at the tactical level. This paper describes an ML-
based assistant able to conduct MDDF experiments and optimization tasks on an automated basis, which was
examined in detail during CWIX in 2024.

1.0 INTRODUCTION

Data Farming (DF) is the analytical process of exploring a simulation of a real dynamical system in operation
to infer properties of that system which may inform decisions about its efficient and effective management.
Figure 1 summarizes the DF process into four main steps: create the scenario to investigate, define values and
ranges of the scenario parameters, run the scenario, and analyze and visualize the data.

Previous research conducted by MSG-088, MSG-124 and MSG-155 has codified the DF concept [1], turned
the concept into actionable DF decision support [2] and developed data farming services (DFS) as a web-based
environment enabling analysts to conduct DF experiments on their system of interest [3 — 6]. Traditional DF
is an interactive man-in-the-loop process, primarily to support military decision-making throughout the
development, analysis and refinement of Courses of Action (COA). However, the DF process may be time
consuming, even with the software tools or dedicated services developed so far. Military decision-makers want
and need to make decisions fast. MSG-186 is extending this research: 1) to support a multi-model, multi-
operation approach to simulation-based decision-making in highly complex multi-scale, multi-domain, and
multi-level hybrid war campaigns and 2) to automate some of the steps in the DF process by leveraging
innovative artificial intelligence (Al) techniques. This Multi-Dimensional Data Farming (MDDF) approach
has been outlined at the Symposia MSG-197 [7] and MSG-207 [8].

STO-MP-MSG-217 9-1



AR | NATO
N omN

Science & Technology

Operational Planning Decision Support using MDDF Organization (STO)

CREATE Scenario DEFINE Parameter Values/Ranges

Model Design of

Development Experiments

b,

| Experiment
| nzﬁniﬁon | High Per rance RUN

Loop | = Simulation

Task/Order Rapid Scenario Analysis and
Prototyping . Visualisation

Analyze & Visualize Data

Figure 1: Data Farming Decision Process distinguished in four main steps interconnected by two iterative
loops: Experiment Definition Loop and Multi-Run Execution Loop. MDDF allows to automate and optimize
the latter.

The previous DF research task groups have actively participated in the Coalition Warrior Interoperability
eXercise (CWIX). MSG-124 demonstrated the applicability of DF to military decision making at CWIX in
2016 and 2017. MSG-155 tested the DFS architecture during CWIX cycles 2018 — 2020 to ensure
interoperability in a fully Federated Mission Networking (FMN) compliant integration. This testing at CWIX
has continued with new tools developed by MSG-186. In this paper we present results from implementing
MDDF within the FMN environment at CWIX 2024. In Section 2 we introduce the multi-scale resource
allocation problem, consisting of a multi-faction, multi-domain campaign in which a tactical-level operation
has been embedded. In Section 3 we present results from CWIX 2024 on the use of MDDF to this problem. In
Section 4 we discuss the impact on MDDF.

2.0 HYBRID WAR SCENARIO & RESOURCE ALLOCATION PROBLEM

NATO defines unconventional warfare as military activities conducted through or with underground,
auxiliary or guerrilla forces to enable a resistance movement or insurgency to coerce, disrupt, or overthrow
a government or occupying power [9]. In the same standard, NATO also defines a hybrid threat as one that
combines conventional, irregular, and asymmetric activities in time and space, and methods include
disinformation, cyber-attacks, economic pressure, deployment of irregular armed groups and use of regular
forces. The migrant crisis on the Belarus-Poland border in 2021 has been regarded by European Union (EU)
and United States leaders as a hybrid attack [10]. As NATO has an extensive land border to non-NATO and
non-EU states, an unconventional warfare campaign embedding a Border Operation scenario is an
interesting case study for a MDDF experiment.

In this paper, we therefore consider a strategic Unconventional Campaign where two armed allied forces,
Blue and Green, fight against a Red one in both the physical and cyber domains. Furthermore, Red launches
a hybrid operation on Green, by additionally triggering a Border Operation, in support of two strategic
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objectives: to force Green to divert resources away from the campaign and to lower Green public opinion
(both thus reducing the chances of campaign success). Our case study aims to illustrate how tactical
operations may influence campaign outcomes through MDDF.

In [7] we formulated a multi-faction multi-domain model (called ACE) describing the Unconventional
Campaign. The ACE model relies on extensions of classical Lanchester and epidemic based equations to
describe attritions in physical and cyber domains. In [8] we developed the Border Operation in MANA [11],
focusing on a small segment of a fictitious border zone with terrain features including roads, fields,
evergreen forests, and frozen bodies of water. Migrant agents cross the border at various times and if not
intercepted, move deep into Green territory towards a safe destination. Green controls its border with a
combination of fixed and moving border patrol agents, sensors (small UAVs patrolling the border and mini-
UAVs organic to some of the border patrols) and fences. Sensor detections communicate the position to
border patrols, which move to intercept and detain the detected migrants. While apprehending migrant
agents, they are unable to intercept others, but once completed the patrol returns to its earlier position or
patrol route. The simulation ends when all non-intercepted migrant agents reach the safe Green area.

The decision factors for the Border Operation relate to the selected border control assets and the measure of
effectiveness is the proportion of intercepted migrants. We link the inputs and outputs between the campaign
and the Border Operation, as follows. Choosing a setting for each of the decision factors allows a total cost
for that COA to be determined. When the Border Operation begins, the Green force is partitioned into a
force continuing to prosecute the campaign and this COA allocated to the Border Operation. When the
Border Operation concludes, those allocated resources return to the campaign. The final linkage between
the Border Operation and Campaign is a function penalizing the initial supply rate of Green. This function
encodes a proxy for Green public opinion, which decreases as the percentage of non-intercepted migrants
increases indicating that the supply rate of Green to the Campaign diminishes if the Border Operation is less
successful. The resource allocation problem for this combined campaign and tactical operation is to choose
the COA which maximizes the probability of campaign success (Red being annihilated before Blue (or
Green) according to the dynamics of the ACE Campaign).

3.0 CWIX 2024

Our goals in attending CWIX 2024 were to demonstrate the applicability and usability of the enhanced DFS-
System (iDFS) in an FMN compliant environment and to address the analytical questions of if and how
good the automation and optimization approach performs in such an operational environment.

3.1 OPERATIONAL PLANNING

In CWIX 2024, we extended the Border Operation scenario, by testing the ability to react to new information
and adapt existing plans according to new simulation runs. This involved three geographically distributed
groups: a Finnish operational planner, a German analysis cell and a Canadian modelling cell. The initial
planning was created using the DF process, and the resource allocation was made under the assumption of
migrants walking on foot. Then new information arrives: Red is going to provide fat bikes to the migrants, to
increase their speed and ability to avoid interception by the border patrols. The new information changes the
initial Border Operation parameters, implying more effort in the Multi-Run Execution loop to get insights to
the adapted scenario.

The planning for CWIX 2024 was: 1) The Finnish operational planner receives information that migrants have
fat bikes to rapidly cross the border, requiring to update the resource allocation solution. 2) The new
information is passed via secure channel to the German analysis cell. 3) The required model modifications are
passed to the Canadian modelling cell. 4) The updated model is distributed to the German analysis cell. 5) The
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Design, Analyze and Visualize Experiments (DAVE) agent executes the optimization simulation loop. 6) The
German analysis cell shares the updated optimal resource allocation solution with the Finnish operational
planner. To compare traditional DF and the new approach based on automation and optimization, we first
conduct the Multi-Run Execution loop with a static design of experiment (DoE), and then we apply DAVE.

3.2 DAVE: AUTOMATION & OPTIMIZATION APPROACH

DAVE consists of a stand-alone application for the automated execution of simulations as well as intelligent
optimization and analysis of multi-dimensional scenarios. It allows decision-makers to simulate a conflict
scenario in multi-stage steps and to carry out analyzes and make decisions based on Al-based
recommendations. It will autonomously explore the multi-dimensional parameter landscape, optimizing the
probability of campaign success while considering resource constraints and the potential negative impacts of
poorly managed Border Operations. As a standalone tool, DAVE allows for the pre-setting of the initial
campaign and the definition of an optimization goal. For all this DAVE is based on the DFS platform
introduced in the prior MSG-155 [3 — 6]. It automates time consuming manual DFS processes, including DoE
generation and the execution of simulation runs. By leveraging Bayesian Optimization (BO) techniques, it
accelerates the development of meta-models within the Multi-Run Execution loop of the DF process, enabling
faster identification of the best, worst, and most promising COAs in complex scenarios. This allows decision-
makers to gain actionable insights efficiently.

The concept of DAVE is depicted in Figure 2. Based on a decision question, DoEs are generated, simulated,
and analyzed. In contrast to the existing DFS instance, all steps are automated, and an Al-based optimization
of the design generation is carried out iteratively considering the initial question until a specified target
value/goal is achieved. All optimization progress is tracked and displayed via a dashboard, which gives
information about current meta-model metrics and simulation results.

Optimization Process

with Monitoring & Progress Visualization

DoE
r Creation ‘

Experiment

Setup

Result Simulation

Analysis Execution

>

Figure 2: DAVE concept from experiment setup to optimization process.

For Operational Planning the “Experiment Setup” consists of initializing the Border Operation: Configuration
of start time and conditions, as a reaction from "Red". After that the “Optimization Process” starts with
configurable hyperparameters to identify optimal decision points. These include the optimization goal, an
initial design for the influencing factors of the Border Operation, the meta-model for optimization, and an
upper limit for the number of iterations. After starting the optimization, DAVE automatically generates a
design in the background, performs simulations, and updates the optimization progress after each iteration.
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During the process and after reaching a termination criteria the optimization is completed, and the results are
analyzed. The optimization goal is considered and the "best", "most promising", and "worst" result can be
selected and visualized.

3.2.1 AI-DRIVEN OPTIMIZATION APPROACH

BO is a framework for finding the optima of black-box functions, such as response functions from DF
experiments, which are challenging to evaluate due to their computational costs [12, 13]. The framework
consists of a surrogate model, used to approximate the (black-box) objective function relying on the current
data set; an acquisition function, used to select the next point where the objective function should be
evaluated; and the actual process of evaluating the black-box function. The acquisition function balances
between the utilisation of already successful regions (exploitation) and the investigation of less examined
areas (exploration) in order to learn more about the objective function.

DAVE exploits the BO framework for sequential decision-making. Its goal is to find a global optimum
within a fixed parameter value range by means of iterative experiments to optimally improve the surrogate
model with each new data point. To achieve this, BO comprises methods from DoE to create an initial
experiment plan and Machine Learning (ML) to train a surrogate model. Experiment points or function
evaluations are treated as data points and are used to generate the posterior distribution of the objective
function. The most common models for defining the prior/posterior pairs are Gaussian Processes (GPs) [14],
which can be regarded as generalisations of Gaussian distributions. Being an ML model, GPs can be adjusted
to the problem at hand by choosing appropriate hyperparameters, which also involve designing so-called
kernel functions. Kernel functions in GPs are a way to measure how similar two points are. They help the
model to understand the relationship between different data points and use the similarity to make smooth
predictions across data. The following describes all sequential steps in the BO applied for DAVE:

1) Create an initial experiment plan using a static DoE method and run simulations based on it.

2) Fit an initial GP to the simulated data.

3) Use the GP to select the next sampling point analytically by optimizing the acquisition function.
4) Evaluate the new sampling point by running the simulation given its parameters.

5) Update the GP with the simulation result of the new sampling point.

6) Repeat the acquisition, simulation and update steps (3 — 5) until the optimal value is reached or a pre-
defined stopping criterion is met.

Since a good outcome from the model and optimization heavily depends on the data generated initially, the
choice of an appropriate DoE prevents difficulties from the outset. Within DF a proven choice are Nearly
Orthogonal Latin Hypercube (NOLH) designs, which typically strike a good balance between the required
accuracy for estimating meta-model parameters and the number of experiments needed [15, 16]. Definitive
Screening Designs (DSDs) have been developed to significantly reduce experiments while maintaining
desirable orthogonality [17, 18]. These designs serve as a basis for applying BO methods.

3.3 IMPLEMENTATION & TESTING

The system components of DAVE are distributed among three different architectural layers: the data layer,
the backend, and the frontend (see Figure 3). Each layer comprises containerized services that are required
to control the overall optimization process. The data layer is central to underlying data structures that are
needed for the optimization. The backend is responsible for carrying out the optimization and associated
automated simulation runs of DFS experiments. The frontend provides a dashboard for controlling the
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DAVE agent and for visualizing the process. DFS instead is composed of several backend services and
repositories to conduct ACE and MANA simulations. An application programming interface conforming to
constraints of the representational state transfer architecture (REST-API) allows DAVE to communicate
with corresponding DFS services that are required during optimization.

3.3.1 ARCHITECTURE AND INTEROPERABILITY

Inside the Joint Force Training Centre (JFTC) during CWIX there were low and high confidential domains
connected in a simulated way, via the SDoT security gateway [19]. Figure 3 illustrates domains and network
connections between DFS and DAVE within CWIX infrastructure.

High High to Low Low to High Low
(GET/POST)  (GET/POST)
——— <
Frontend _ _ _
r — — - DFS-Services
Jh - : e 4
Backend — ~ & REST- ===
DAVE X DFS-Repos
API DFS
-
@ ( =
Labeling
Geie layer_ i Service - - ACE & MANA

Figure 3: lllustration of DAVE and DFS interaction within CWIX infrastructure.

The DFS platform was placed in the low confidential domain, while DAVE was in the high confidential
domain. The reason is that individual simulation runs are not classified as critical as the analysis results
derived from all simulations. This holds especially with the derived optimal resource allocation results
shared afterwards with the operational planner. To satisfy a secured and controlled interaction between
DAVE and DFS the gateway was configured to control incoming GET and POST requests. Any request
sent from the high to the low confidential domain must first be labelled by the labelling service. Once the
label has been generated for the request, it is resent to the gateway. The gateway checks whether incoming
requests from the high to the low confidential domain are labelled. Only if the label is set correctly, the
request is forwarded. This process is mostly applied for sending optimization results. On the contrary,
requests from low to high are directly forwarded by the gateway and need no labelling.

As described in Section 3.1, we simulated an operational environment at CWIX 2024. The interoperability
challenge was to link four different operational domains as shown in 4. The Field HQ and the DF analysis
support cell were planned to be located outside of CWIX training centre, connected via FMN compliant
channels. Therefore, all information needed for the scenario update, model adaption and analysis results
should be transferred via secure channels.

9-6 STO-MP-MSG-217



Science & Technology

Organization (STO) Operational Planning Decision Support using MDDF

= Headquarter (Helsinki) High Low = MANA Development
= DF Analysis Cell = DF Reachback = DF Analysis Support

a

2=y o
| DFs | | DAVE

[

+

I
&

Figure 4: CWIX setup of high and low domain communication to test interoperability.

3.3.2 TEST CASES AND CONDITIONS

Overall, we performed 26 different test-cases during CWIX 2024. They are separated into technical and
functional tests over three major phases as depicted in Figure 5.

Field HQ

Operational Planner ' ngh
Testphase 1 Testphase 3 Conf.

Analysis Cell

Operational (DF) Analyst \ \ f\ ’f\ f / -
Analysis Reachback \ \/ \/ \/ / Low

(DF) System Expert Testphase 2 Conf.

Figure 5: CWIX Test cases diagram.

Test phase 1: The Field HQ identifies a specific event (decisive point) during a long-term campaign, which
may influence overall success. As operational planner, it delivers information (operational picture and scenario
question) to the downstream analysis cell for obtaining insight into the operational question and its influence
at the campaign level. The analysis cell will create all necessary elements to setup, conduct the analysis and
deliver the information to the analysis reach-back downstream via the security gateway to set up all
technical preparations.

Test phase 2: An initial DoE and MANA simulation results are required to start the optimization based on the
MDDF goal. Given the MDDF goal, operational information and an initially generated DoE the optimization
process using DAVE is started. The optimization process runs automatically and iteratively generates new
experiment results used for retraining the ML model, until the optimization goal or stopping criteria is reached.
During the optimization process, information (e.g., current status, intermediate results) is sent to DAVE via
the security gateway. Especially during this test phase, we iterated the optimization process with different
conditions to obtain more insights into the configuration and its impact on the optimization as described in
Section 3.2. The results obtained with different configurations are summarized in Section 3.4.

Test phase 3: The System Expert in the analysis reach-back will make all relevant information from the
simulation and optimization process available to the upstream analysis cell via the security gateway. The
analysis cell will elaborate this information and create a thorough analysis that is delivered back to the
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operational planner via FMN compliant channels. Based on this analysis the operational planner can take a
decision on the scenario question from Test phase 1.

All test phases followed the protocol of initially executing the tests locally on a single machine with all
systems available; executing the tests in a distributed environment without security gateway; and executing
the tests in a distributed environment with security gateway, as described in the initial setup. In this way we
were able to identify and resolve technical questions early and not influence the analytical questions in
later iterations.

3.4  RESULTS

The case study in CWIX was focused on the simulation process, to illustrate how DF can be applied to support
operations as additional information becomes available by updating existing plans. The process worked:
information was successfully transmitted and data adjustment to the existing scenario occurred sufficiently
rapid. We performed the simulation manually before testing the automated process. The automated process
worked: the plan could be improved, and the automated process was both faster and provided a better resource
allocation solution than the one determined from simulations manually.

Regarding our goals in attending CWIX 2024, we demonstrated the combined use of DAVE and DFS under
the regulations of an FMN compliant environment. The technical tests using the SDoT Security Gateway
showed consistent successful results. The only limitation was the connection to external partners outside of
JFTC. We couldn’t establish a direct technical link to the Canadian partner to send and receive scenario data
(bypassed by transferring via air-gap). In the following, we present the analytical results of CWIX 2024being
important for the future development and usage of MDDF.

3.4.1 ANALYTICAL RESULTS

We compared traditional DF with the automated approach based on BO. The main difference is that traditional
DF tries to cover the input space with as many experiments as possible to have good estimates of the target
functions at any given point (e.g., 200 Latin Hypercube (LH) simulations) while the automated approach based
on BO starts out with a relatively small number of experiments, which are supplemented during the
optimization process. We used different sized LH experimental designs, which were sequentially enriched
with further simulation runs recommended by the BO algorithm, and as metrics, we chose the mean number
of intercepted migrants (MIM) based on the initial (resp. optimized) experiment plan, see Table 1. We observe
that MIM improves with more simulations coming from the BO recommendations, however the simulation
run time also increases. The purpose of the last two experiments was to study whether it is more useful to start
with a larger number of initial simulations (e.g., 50 LH simulations) and a smaller number of sequential
simulations or to start with a smaller number of initial simulations (e.g., 10 randomly distributed simulations)
and a larger number of recommended simulations. We find that with the same total number of simulations (in
this case, 100), the combined approach based on a standard experiment plan first and then adding
recommended simulations provides significantly better results than starting out with a smaller number of initial
simulations. In the random design experiment, the initial value of MIM (i.e. 3.50) is larger than the other
starting design (i.e. 1.82) because good starting points were simply picked by chance.
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Table 1: CWIX simulation and optimization results. Mean intercepted migrants (MIM) is used as an
evaluation metrics.

Initial DoE Optimization = Total simulation MIM MIM Best run
runs time [minutes] (initial)  (optimized)

Traditional DF - 141 1.78 - 13/32 (40.6 %)
LH (200)

LH (20) 30 37 1.84 6.53 12/24 (50.0 %)
LH (50) 30 61 1.98 3.77 9/11 (81.8 %)
LH (50) 50 85 1.82 6.76 15/28 (53.6 %)
Random (10) 90 84 3.50 5.77 13/33 (39.4 %)

This has several implications: if the total run time is crucial, e.g., because further decisions based on the
simulation results must be taken, then the time is best employed when the algorithm can decide which
simulations to run next. Regarding the coverage of the input space with simulations, we observe that the state
after the optimization is comparable to the traditional DF approach, with the difference being that the factor
combinations are not generated as a grid but rather in a way where more interesting areas of the target function
are covered with more simulations.

Furthermore, the meta-model can be used for more than recommending further simulations. Once well trained,
the meta-model can serve as a shortcut to estimate the objective function without requiring further simulations.
This can save even more time which can be employed instead for human decision making. Note that the meta-
model provides not only a point estimate but also a measure of uncertainty of the prediction. This allows to
judge the goodness of model predictions with respect to true values.

3.4.2 Discussion of Final Results and Limitations

During CWIX 2024 we successfully demonstrated that:
1) DAVE can be deployed as a standalone tool in an FMN compliant environment.

2) DAVE can efficiently automate and optimize the Multi-Run Execution Loop of DF.

The first result is very important, as it confirms that DAVE can be deployed in an FMN compliant
environment. All information and required data could be exchanged without delay or loss. Especially the high
data exchange during simulation execution raised no issues in the distributed setup over high and low
confidentiality networks. The second result is promising. We demonstrated that DAVE can enhance traditional
DF with a (static) design even without fine-tuning the optimization method.

The final meta-model, created during the optimization process, can even be applied for answering questions not
directly related to the optimization goal. Theoretically, the final model should reproduce the investigated black-
box function very precisely around its optima and more approximately elsewhere, but this aspect was not
examined in this work. Hence, the meta-model could be used to predict simulation run results. Such predictions
are produced much faster than actual simulations. Since the GP provides uncertainty estimations of its
predictions, additional simulations are needed, when the uncertainty is large. Alternatively, we can rely entirely
on the meta-model predictions saving a lot of computing time for simulations. Note that the fine-tuning of the
GP model and acquisition function may lead to even better results, as here we have only taken
standard configurations.
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4.0 IMPACT ON MDDF AND FUTURE STEPS

With the results achieved in CWIX 2024, we have taken a major step towards MDDF. We are now able to
perform optimization-based analysis in an automated way in DF experiments. In the future, this will allow to
address analytical questions in even higher dimensions in a timelier manner than before.

MDDF operates at multiple scales and levels. As described in Section 2 we aim to analyze the linkages of the
strategic level with the campaign modelled by ACE and the tactical level with the Border Operation simulated
in MANA. Currently we are considering only one tactical operation influencing the campaign level. This is
one interconnection between factors affecting resource allocation, which should be optimized with respect to
the success of the overall campaign. In the future it will be possible to investigate several tactical operations
simultaneously, as we have now automated the necessary optimization-based DF experiments. This will enable
the investigation of more complex scenarios for the overall campaign and determine the best, most likely and
worst solutions with respect to campaign success.

In addition, the meta-models created during DF experiments can be reused for different “what-if” questions
during the evaluation of the higher-level campaign without repeating the local DF experiments or adding new
ones. Another advantage results from the specific type of meta-model created during the optimization as
mentioned in Section 3.2. This specific meta-model may be applied to predict the effect of new factor
combinations. Depending on the prediction uncertainty one can then choose to apply the meta-model or to
refine it through new simulation runs.

Several aspects of the optimization process can be improved. First, the continuous fine-tuning of the meta-
models (especially, for the hyper-parameters and the acquisition function) could enhance model efficiency
and accuracy. Then, employing alternative DoE methods for the initial fitting of the GP model (such as
DSDs) could yield more robust initial approximations. Moreover, a detailed adjustment of meta-models (in
particular of kernel selection, cross-validation techniques, and setting hyper-parameters) should improve the
adaptability and precision of our predictive models.

Finally, the MSG-186 Research Task Group aims to extend the test cases simulated at CWIX 2024 to a
complete Multi-Layer scenario composed by a strategic campaign embedding the Border Operation. This

can be achieved by extending technical and functional parts of the present scenario and it will prove the
FMN compliance of MDDF.
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